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S A S H A  D U D D I N G  

Spinning Secrets: The Dangers of Selective 
Declassification 

abstract.  The U.S. classification system leaves billions of documents hidden from view. Any 
departure from secrecy therefore grabs headlines worldwide. Presidents and others leverage the 
system by leaking or planting information with the press to bring attention to selected topics. A 
lesser-studied, and more insidious, way Presidents take advantage of widespread secrecy is by se-
lective declassification—declassifying documents that fit their chosen narratives, while keeping 
conflicting documents classified. The first sustained analysis in the scholarly literature, this Note 
explores the uses and dangers of selective declassification through case studies from the three most 
recent presidencies. President Bush selectively declassified documents regarding Iraq’s possession 
of weapons of mass destruction; President Obama did so with documents from the Osama Bin 
Laden raid; and President Trump did the same with documents on the investigation of Russian 
interference in the 2016 election. As these case studies show, selective declassification misleads the 
public and harms the free flow of information by skewing our discussions and choices. To under-
stand why selective declassification is concerning, this Note uses First Amendment theory to show 
how its harms are rooted in the manipulation of the marketplace of ideas. To see why those harms 
last, this Note turns to cognitive political science and examines our predisposition to believe infor-
mation aligned with our partisan beliefs. The Note concludes by offering solutions for the Execu-
tive, Congress, the judiciary, and the press. 

author. Yale Law School, J.D. 2020; Dartmouth College, B.A. 2015. Special thanks to Oona 
Hathaway and the students in her spring 2019 seminar, “Top Secret: The U.S. National Security 
State,” for invaluable feedback and dedication to student scholarship. Thanks also to Steven A�er-
good, David Pozen, Dave Schulz, my friends and family, and the Yale Law Journal editors, partic-
ularly Caroline Wallace, Joshua Feinzig, and Alexander Nabavi-Noori. All opinions (and errors) 
in this Note are my own. 
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introduction  

The Bush Administration needed to boost support for the Iraq War. This 
effort involved making hundreds of public statements but, to gain maximum 
traction, officials needed to cite evidence for their claims. Much of it came from 
a classified National Intelligence Estimate (NIE), a compilation of intelligence 
agencies’ findings, written at Congress’s request.1 The document concluded—
based on faulty intelligence—that Saddam Hussein had weapons of mass de-
struction (WMD) and was actively pursuing a nuclear program.2 But it also in-
cluded a dissent attacking these claims.3 Days before Congress was scheduled to 
vote on authorizing military force, the Administration released an unclassified 
summary of the NIE.4 It excised all dissents and exaggerated the NIE’s conclu-
sions. Based in part on this information, Congress voted to authorize the inva-
sion. It went poorly, and no WMD were found.5 

Months later, a former diplomat blasted the Administration’s key claims on 
WMD in a New York Times editorial.6 President Bush soon declassified the NIE’s 
actual eight-page “Key Judgments” section, which helped refute the criticism.7 
But it was not until 2004 that the public could see the entire NIE—still heavily 
redacted—at which point the war was well underway.8 Throughout, these selec-
tive declassifications amplified the Administration’s faulty intelligence and false 
statements.9 

 

1. Iraq’s Continuing Programs for Weapons of Mass Destruction, NAT’L INTELLIGENCE COUNCIL 

(Oct. 2002) [hereina�er NIE 2004 Release], http://nsarchive.gwu.edu/NSAEBB
/NSAEBB129/nie.pdf [https://perma.cc/BYB4-9MRE]; see also Key Judgments ( from October 
2002 NIE), NAT’L INTELLIGENCE COUNCIL 1 (Oct. 2002) [hereina�er NIE 2003 Release], 
https://fas.org/irp/cia/product/iraq-wmd.pdf [https://perma.cc/7SQ3-KVDW]. 

2. NIE 2004 Release, supra note 1, at 5. 

3. National Intelligence Estimate 2002-16HC, Iraq’s Continuing Programs for Weapons of Mass De-
struction, NAT’L INTELLIGENCE COUNCIL (Oct. 2002) [hereina�er NIE 2018 Release], 
https://documents2.theblackvault.com/documents/cia/iraq-wmd-nie-01-2015-Dec2018Re-
lease-highlighted.pdf [https://perma.cc/T3YC-ZGC5]. 

4. Iraq’s Weapons of Mass Destruction Programs, DIRECTOR CENT. INTELLIGENCE (Oct. 2002) 
[hereina�er NIE 2002 Release], https://nsarchive2.gwu.edu/NSAEBB/NSAEBB254/doc01
.pdf [https://perma.cc/V5ZE-HPEY]. 

5. See infra notes 176-179 and accompanying text. 

6. Joseph C. Wilson IV, Opinion, What I Didn’t Find in Africa, N.Y. TIMES (July 6, 2003), https://
www.nytimes.com/2003/07/06/opinion/06WILS.html [https://perma.cc/2JJC-B4U9]. 

7. NIE 2003 Release, supra note 1. 

8. NIE 2004 Release, supra note 1. 

9. See SENATE SELECT COMM. ON INTELLIGENCE, REPORT ON WHETHER PUBLIC STATEMENTS RE-

GARDING IRAQ BY U.S. GOVERNMENT OFFICIALS WERE SUBSTANTIATED BY INTELLIGENCE 
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President Bush’s NIE declassification was just one of many times Presidents 
have selectively declassified information to serve their political goals, misleading 
the public. The extensive classification system has sparked criticism from legal 
scholars,10 journalists,11 transparency advocates,12 politicians,13 and even offi-
cials in charge of the system.14 Restricting this much information, they contend, 
hinders the transparency people need to hold leaders accountable and make in-
formed choices. Government secrecy is indeed concerning. But focusing only on 
the information the government conceals overlooks another critical issue—that 
the government also has the power to reveal information, o�en by telling only 
one side of a story. Presidents have especially wide latitude in this regard. They 
may give classified information to favored reporters, use it in speeches, and 
spread it through social media. And, as this Note explores, they may declassify 
documents at will while keeping contradictory information classified. Whether 
their goal is to garner support for a congressional vote, a war, or a political 
agenda, selective declassification can be a powerful tool for shaping conversa-
tions and outcomes. Politicians and the public see only the chosen documents, 
form a one-sided view, and act accordingly. In making selective disclosures, Pres-
idents are not promoting transparency, although they say they are. They are 
spinning secrets. 

Selective declassification is arguably the President’s strongest and most dan-
gerous information-shaping tool. Secrecy is the norm, so declassifications grab 

 

INFORMATION, S. REP. NO. 110-345, at 3, 88 (2008) [hereina�er 2008 SENATE INTELLIGENCE 

REPORT], https://www.intelligence.senate.gov/sites/default/files/publications/110345.pdf 
[https://perma.cc/4JB8-2V7A]. 

10. See, e.g., Steven A�ergood, Reducing Government Secrecy: Finding What Works, 27 YALE L. & 

POL’Y REV. 399, 404 (2009); Heidi Kitrosser, Classified Information Leaks and Free Speech, 2008 
U. ILL. L. REV. 881, 894-95 (2008). 

11. See Scott Shane, Increase in the Number of Documents Classified by the Government, N.Y. TIMES 
(July 3, 2005), https://www.nytimes.com/2005/07/03/politics/increase-in-the-number-of-
documents-classified-by-the-government.html [https://perma.cc/PUT8-5KHR]. 

12. See, e.g., Espionage Act and the Legal and Constitutional Issues Raised by WikiLeaks: Hearing Before 
the H. Comm. on the Judiciary, 111th Cong. 77 (2010) (statement of Thomas S. Blanton, Direc-
tor, National Security Archive, George Washington University) [hereina�er 2010 Blanton 
Statement]; Elizabeth Goitein & David M. Shapiro, Reducing Overclassification Through Ac-
countability, BRENNAN CTR. JUST. 7-11, 29-30 (Oct. 5, 2011), http://www.brennancenter
.org/sites/default/files/legacy/Justice/LNS/Brennan_Overclassification_Final.pdf [https://
perma.cc/W2FL-V64U]. 

13. See 2010 Blanton Statement, supra note 12, at 84. 

14. See, e.g., Scott Shane, Complaint Seeks Punishment for Classification of Documents, N.Y. TIMES 
(Aug. 1, 2011), https://www.nytimes.com/2011/08/02/us/02secret.html [https://perma.cc
/CB6G-HTYX] (quoting former Information Security Oversight Office Director J. William 
Leonard as saying he “saw routine overclassification of government documents, rarely saw it 
challenged and never saw it punished”). 
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public attention. But the information revealed is one-sided, released only if it 
advances a chosen agenda. Unlike other ways in which national-security infor-
mation comes to light—such as unauthorized leaks of government documents or 
authorized plants of information with favored reporters—Presidents can openly 
discuss selective disclosures while praising their own transparency. They can use 
the declassified documents as evidence for their claims and benefit from a false 
sense of credibility while hiding inconsistent information. This “spin” on na-
tional-security information creates long-lasting harms, as politicians and the 
public base policy choices on partial, misleading information.15 Because our 
brains cling to misperceptions, the effects can last even a�er accurate information 
comes to light.16 

Each of the past three Presidents selectively declassified materials. President 
Bush targeted his NIE disclosures at Congress before it voted to authorize the 
use of force in Iraq. President Obama released some documents captured in the 
Osama Bin Laden raid, which supported the White House’s narrative that Bin 
Laden remained a major player whose demise was strategically important.17 
President Trump ordered the partial declassification of a Foreign Intelligence 
Surveillance Act (FISA) surveillance warrant of former campaign adviser Carter 
Page, seeking to reveal anti-Trump bias in the Justice Department and discredit 
Robert Mueller’s investigation of Russian interference.18 In each case, Presidents 
used their declassification authority to shape politics and public opinion in their 
favor while concealing undesirable truths. These disclosures were part of 
broader, largely successful public-relations campaigns: Congress authorized the 
use of military force in Iraq with solid public support;19 heroic accounts of the 

 

15. See Jonathan Abel, Do You Have to Keep the Government’s Secrets? Retroactively Classified Docu-
ments, the First Amendment, and the Power to Make Secrets Out of the Public Record, 163 U. PA. L. 
REV. 1037, 1039-40 (2015). 

16. See infra notes 338-341 and accompanying text. 

17. See Matthew Rosenberg, In Osama Bin Laden Library: Illuminati and Bob Woodward, N.Y. 
TIMES (May 20, 2015), https://www.nytimes.com/2015/05/21/world/asia/bin-laden-book-
shelf-list-released-by-us-intelligence-agency.html [https://perma.cc/T347-4TSM]. 

18. See Matt Zapotosky, Devlin Barrett & Karoun Demirjian, Trump Orders Justice Dept. to Declas-
sify Russia-Related Material, WASH. POST (Sept. 17, 2018, 6:44 PM EDT), https://www.wash-
ingtonpost.com/world/national-security/trump-orders-justice-dept-to-declassify-russia-
related-material/2018/09/17/661b7c78-bac1-11e8-9812-a389be6690af_story.html [https://
perma.cc/8XKF-3EE7]. 

19. See Lydia Saad, Top Ten Findings About Public Opinion and Iraq, GALLUP (Oct. 8, 2002), https://
news.gallup.com/poll/6964/top-ten-findings-about-public-opinion-iraq.aspx [https://
perma.cc/84ZU-ZK3Y]. 
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Bin Laden raid predominate;20 and most Republicans see the Russia investiga-
tion as a “political witch hunt.”21 In each case, the President’s selective declassi-
fication helped supplant a more complicated, less favorable truth. 

Despite selective declassification’s distorting effects and serious policy im-
pacts, the phenomenon has not yet received in-depth scholarly attention. It is “a 
strange lacuna in the secrecy literature,” as David Pozen has observed.22 Scholars 
and others have identified the phenomenon23—which has also been called “ad 
hoc”24 or “instant”25 declassification—but have not given selective declassifica-
tion the attention it deserves. This Note begins to fill that gap. Part I defines 
“selective declassification,” with a focus on its misleading effects. Section I.A dis-
tinguishes selective declassification from the other irregular ways in which clas-
sified information comes to light: leaks and plants. These phenomena are more 

 

20. See Jonathan Mahler, What Do We Really Know About Osama Bin Laden’s Death?, N.Y. TIMES 

MAG. (Oct. 15, 2015), https://www.nytimes.com/2015/10/18/magazine/what-do-we-really-
know-about-osama-bin-ladens-death.html [https://perma.cc/7ZSA-54ZS]. 

21. See 84% of U.S. Voters Want to See Mueller Report, Quinnipiac University National Poll Finds; 
Dems Divided on Support for Israelis or Palestinians, QUINNIPIAC U. POLL 10 (Mar. 26, 2019), 
https://poll.qu.edu/images/polling/us/us03262019_uj�92.pdf [https://perma.cc/A8Y7-
EEPB]. 

22. David E. Pozen, The Leaky Leviathan: Why the Government Condemns and Condones Unlawful 
Disclosures of Information, 127 HARV. L. REV. 512, 566 n.273 (2013). 

23. See, e.g., Robert Bejesky, National Security Information Flow: From Source to Reporter’s Privilege, 
24 ST. THOMAS L. REV. 399, 408-14 (2012) (describing how selective declassifications like the 
Bush Administration’s weapons-of-mass-destruction disclosures can “impart faulty portray-
als”); Heidi Kitrosser, Secrecy and Separated Powers: Executive Privilege Revisited, 92 IOWA L. 
REV. 489, 540 (2007) (noting how “secrecy” can “intentionally be misused by those set on 
manipulating public debate toward their own ends,” including by “executive branch ‘spinning 
of information’ through selective declassification or leakage of otherwise classified infor-
mation”); John F. Murphy, Knowledge Is Power: Foreign Policy and Information Interchange 
Among Congress, the Executive Branch, and the Public, 49 TUL. L. REV. 505, 539 (1975) (“[T]he 
executive branch . . . has selectively disclosed classified information supportive of its pro-
grams while withholding adverse information.”); Mary-Rose Papandrea, Lapdogs, Watchdogs, 
and Scapegoats: The Press and National Security Information, 83 IND. L.J. 233, 251-53 (2008) (fo-
cusing on leaks, but describing how selective declassification similarly “distort[s] the public 
debate on fundamental public issues”); Alexander M. Taber, Note, Information Control: Mak-
ing Secrets and Keeping Them Safe, 57 ARIZ. L. REV. 581, 596 (2015) (“The executive branch can 
then spin government information through selective declassification or leakage of otherwise 
classified information.”); Note, Keeping Secrets: Congress, the Courts, and National Security In-
formation, 103 HARV. L. REV. 906, 913-14 (1990) (explaining how “the executive’s power to 
classify and declassify information” allows it to “releas[e] selected fragments of information 
while carefully guarding others,” thereby “distort[ing] public perception of a particular issue 
or event”). 

24. See Pozen, supra note 22, at 566 n.273. 

25. E.g., JENNIFER K. ELSEA, CONG. RESEARCH SERV., RS21900, THE PROTECTION OF CLASSIFIED 

INFORMATION: THE LEGAL FRAMEWORK 16 (2017). 
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common and have received greater academic treatment, but are a less potent tool 
for Presidents because they cannot publicly stand behind the revealed docu-
ments. Section I.B situates selective declassification in the context of the current 
classification system. 

Part II examines selective declassifications by the three most recent Presi-
dents. Part III draws on these case studies to identify selective declassification’s 
uses and dangers. Selective declassification has long-lasting effects and can lead 
to policy choices the public may have rejected given accurate information. Part 
III also responds to the counterarguments that, in the face of widespread gov-
ernment secrecy, all disclosures are beneficial—or that misleading disclosures 
can at least be corrected. To the contrary, affirmatively misleading information is 
worse than none, creating misperceptions that last even a�er more complete in-
formation surfaces. To explore these effects further, Part III looks beyond the 
national-security literature, drawing on First Amendment theory and the politi-
cal-science literature on misinformation. It finds that selective declassification 
has a unique ability to distort the marketplace of ideas by authoritatively spread-
ing inaccurate narratives. When these inaccuracies align with people’s preexist-
ing views, people are likely to believe them even a�er corrective information is 
provided. 

Part IV concludes by recommending potential remedies to the distorting ef-
fects of selective declassification. While the ideal solution would be for Presi-
dents to make only declassifications that provide an accurate picture, they are 
unlikely to give up a powerful political tool. Congress can help by increasing 
declassification funding and legislatively ordering declassification. When there 
are fewer secrets overall, there are fewer secrets to spin. Strengthening the Free-
dom of Information Act (FOIA) in the national-security context would also help, 
as would a statutory shield law and Espionage Act reforms. Last, the press plays 
a critical role in reducing the impact of selective declassification by revealing the 
full story. 

i .  defining selective declassification 

This Note defines selective declassification as: 

(1)  the authorized declassification; 
(2)  of a discrete set of material; 
(3)  done to achieve a self-serving political goal (beyond simply transparency); 
(4)  shared with a chosen audience (o�en the press); 
(5)  that results in an intentionally misleading impression of the topic. 

Each component of this definition is critical. First, selective declassifications 
are authorized. The documents are formally declassified by someone with 
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authority to do so. They are not leaked, planted, hacked, or otherwise revealed 
outside formal channels of disclosure. They are official acts, and the documents 
can be disseminated widely. This Note focuses on Presidents’ declassifications, 
as they receive the most attention and can make the biggest impact on policies 
and public opinion. But Congress, intelligence agencies, and the military also 
have declassification authority.26 

Second, selective declassifications involve discrete sets of material. They are 
distinct from massive leaks like Edward Snowden’s27 or the millions of pages 
routinely declassified each year.28 Although they can vary in size from a few doc-
uments (like President Bush’s NIE declassifications) to a larger trove (like Pres-
ident Obama’s declassifications of documents obtained in the Bin Laden raid), 
they are selected to highlight a chosen topic. From the vast universe of classified 
documents, Presidents making selective declassifications cherry-pick the ones 
they think will help them achieve their goals. 

Third, selective declassification has self-serving, political goals. This feature 
distinguishes it from purely transparency-focused initiatives such as efforts to 
declassify records of President Kennedy’s assassination29 or the systematic de-
classification process by which old records are routinely released.30 These goals 
include policy and personal agendas. They can be large-scale undertakings (the 
Iraq War) or smaller political fights (discrediting Mueller). They are o�en tied 
to an administration’s national-security and foreign-policy aims, but can also be 
more personal. For instance, Presidents Bush and Obama both selectively de-
classified documents to counter critics days a�er damaging news articles made 
headlines.31 

Fourth, selectively declassified documents must be shared with an audience. 
An unannounced declassification cannot shape policies and perceptions. 
 

26. See, e.g., Karoun Demirjian, CIA Declassifies Memo Clearing Haspel of Responsibility for Destroy-
ing Evidence, WASH. POST (Apr. 20, 2018, 8:09 PM EDT), https://www.washing-
tonpost.com/powerpost/cia-declassifies-memo-clearing-haspel-of-responsibility-for-de-
stroying-evidence/2018/04/20/a79e9bfc-44de-11e8-bba2-0976a82b05a2_story.html 
[https://perma.cc/9ZQT-FBFD] (describing the CIA’s selective declassification of favorable 
documents on director-candidate Gina Haspel). 

27. See Paul Szoldra, This Is Everything Edward Snowden Revealed in One Year of Unprecedented Top-
Secret Leaks, BUS. INSIDER (Sept. 16, 2016, 8:00 AM), https://www.businessinsider.com
/snowden-leaks-timeline-2016-9 [https://perma.cc/82CN-JCWH]. 

28. See, e.g., Info. Sec. Oversight Office, 2017 Report to the President, NAT’L ARCHIVES & RECORDS 

ADMIN. 14 (May 31, 2018) [hereina�er 2017 Report to the President], https://www.archives.gov
/files/isoo/reports/2017-annual-report.pdf [https://perma.cc/3NWC-CK8K]. 

29. President John F. Kennedy Assassination Records Collection Act of 1992, Pub. L. No. 102-526, 
106 Stat. 3443. 

30. See infra Section I.B.2. 

31. See infra Sections II.A and II.B. 
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Presidents typically disclose information to the press and, by extension, the pub-
lic. In doing so, they call widespread attention to the revelations and shape de-
bate accordingly. Other possible audiences include Congress and foreign leaders, 
as seen when President Bush used the NIE disclosures to influence the Senate 
and United Nations.32 

Fi�h, selective declassification creates an intentionally misleading impres-
sion of the topic at hand, typically by withholding related classified documents 
that do not support the President’s goals. The public is told a partial truth and 
lacks the means to uncover the full story given the executive branch’s near mo-
nopoly on classified information. Even when the public does learn the full truth, 
such as through investigative journalism reliant on leaks, the misconception of-
ten lingers, reifying longstanding partisan beliefs. This is the greatest danger of 
selective declassification. “By releasing selected fragments of information while 
carefully guarding others, an administration can distort public perception of a 
particular issue or event,” “rais[ing] the specter of government misinformation” 
and “spin control.”33 This has driven intelligence officials to highlight Presidents’ 
“dangerous” ability to “spin a narrative . . . to their point of view” through selec-
tive declassification.34 This feature is also how the public can best spot a selective 
declassification: when a disclosure aligns with a President’s self-serving goals 
and reveals only information supporting those goals, the disclosure should be 
viewed skeptically. Spotting selective declassifications can be difficult given the 
extent of government secrecy, but the warning signs are there. 

As the case studies show, various declassifications by Presidents have met this 
definition. While they differ in scope and effect—from prolonged wars to 
shorter-term political moves—each shares these five core components. The re-
mainder of this Part distinguishes selective declassification from leaks, plants, 
and other ways through which information escapes the classification system. It 
 

32. See David C. Gompert, Hans Binnendijk & Bonny Lin, Blinders, Blunders, and Wars: What 
America and China Can Learn, RAND CORP. 170 (2014), https://www.rand.org/con-
tent/dam/rand/pubs/research_reports/RR700/RR768/RAND_RR768.pdf [https://perma
.cc/QX2C-YP5S] (“The flawed NIE and associated press leaks had a profound impact on votes 
in Congress and at the United Nations.”). 

33. Note, supra note 23, at 913. 

34. Maggie Haberman & Michael S. Schmidt, Trump Gives Attorney General Sweeping Power in 
Review of 2016 Campaign Inquiry, N.Y. TIMES (May 23, 2019), https://www.nytimes.com/2019
/05/23/us/politics/trump-barr-intelligence.html [https://perma.cc/G6NC-FSL6]; see also 
Shane Harris, Barr Could Expose Secrets, Politicize Intelligence with Review of Russia Probe, Cur-
rent and Former Officials Fear, WASH. POST (May 24, 2019, 6:53 PM EDT), https://www.wash-
ingtonpost.com/world/national-security/barr-could-expose-secrets-politicize-intelligence-
with-review-of-russia-probe-current-and-former-officials-fear/2019/05/24/58f822f8-7e2f-
11e9-8bb7-0fc796cf2ec0_story.html [https://perma.cc/H3LW-VGGM] (quoting former 
CIA Deputy Director Michael Morell saying “[t]his is yet another destruction of norms that 
weakens our intelligence community”). 
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then places selective declassification in the context of the classification and dis-
closure systems and explains that widespread secrecy and strong executive au-
thority enable the President to selectively declassify. 

A. What Selective Declassification Is Not 

Because of its ad hoc nature, selective declassification is o�en confused with 
other informal ways in which the government publicizes once-secret infor-
mation: leaks and plants. Leaks are unauthorized disclosures, typically to the 
press, whereas plants are officially authorized. Even experts conflate the three 
terms, using “leak” as a catch-all.35 The confusion arises because it can be “hazy 
at best” whether a disclosure was authorized and whether the information has 
been declassified.36 And, selective declassification is understudied.37 Analytically 
distinguishing these phenomena, however, is important to understanding selec-
tive declassification and its singular harms. 

1. Leaks 

First, selective declassification is different from leaking. In the national-se-
curity context, leaking involves the unauthorized disclosure of classified infor-
mation. Leaks of national secrets have occurred since the Founding38 and have 
long captured the public imagination.39 While people o�en use the term “leak” 
to describe a variety of disclosures,40 Pozen neatly defines it as follows: “(i) a 
targeted disclosure (ii) by a government insider (employee, former employee, 
contractor) (iii) to a member of the media (iv) of confidential information the 

 

35. See, e.g., ELSEA, supra note 25, at 16 (“Such Executive Branch leaks may be planted with friendly 
news columnists.” (emphases added)). 

36. Papandrea, supra note 23, at 253. 

37. See sources cited supra note 23. 

38. Thomas Paine published documents revealing that France had secretly aided the United States 
during the Revolution. See R.B. Bernstein, Rediscovering Thomas Paine, 39 N.Y. L. SCH. L. REV. 
873, 884-85 (1994); see also Richard B. Kielbowicz, The Role of News Leaks in Governance and 
the Law of Journalists’ Confidentiality, 1795-2005, 43 SAN DIEGO L. REV. 425, 432-46 (2006) (de-
scribing the history of leaks since the Founding); Papandrea, supra note 23, at 249-57 (same). 

39. See Ben Zimmer, Leaks, N.Y. TIMES MAG. (Aug. 20, 2010), https://www.nytimes.com/2010
/08/22/magazine/22FOB-onlanguage-t.html [https://perma.cc/3GAV-TWCY] (dating the 
term to 1887). 

40. Leaks get confused with plants, hacking by outsiders, see DAVID E. MCCRAW, TRUTH IN OUR 

TIMES: INSIDE THE FIGHT FOR PRESS FREEDOM IN THE AGE OF ALTERNATIVE FACTS 130 (2019), 
and “rumor, gossip, and other back-channel exchanges between sources and reporters,” STE-

PHEN HESS, THE GOVERNMENT/PRESS CONNECTION: PRESS OFFICERS AND THEIR OFFICES 75 
(1984). 
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divulgence of which is generally proscribed by law, policy, or convention (v) out-
side of any formal process (vi) with an expectation of anonymity.”41 

Comparing leaking with selective declassification demonstrates not only that 
these are distinct phenomena—but also that selective declassification can be a 
stronger presidential tool. 

More documents are leaked than selectively declassified, so the public focus 
on leaks can be less intense. In part, leaks are more frequent because they can 
come from more people. Anyone with access to classified information can leak it. 
Selective declassification is rarer because few government employees have formal 
declassification authority and the political capital to use it successfully for their 
own ends. Additionally, because selective declassifications typically go through 
an interagency declassification review process, they involve fewer documents 
than do massive leaks like Edward Snowden’s or WikiLeaks’s, increasing the fo-
cus on each disclosure. 

Selective declassification also gives Presidents greater control over the pro-
cess and results of disclosure. This is because, unlike illicit leaks, it is formally 
authorized. While Presidents do sometimes desire leaks to help test public opin-
ion toward new policies, support or undermine policies, settle grudges, and 
more,42 they have incomplete control over what leakers release and how the press 
covers it. A�er the leak, Presidents are expected to stick to their firmly antileak 
rhetoric in public.43 By contrast, selective declassification allows Presidents to 
choose which documents to make public and when. Presidents can then openly 
praise and discuss the declassification to sway public opinion in their favor (gain-
ing protransparency points in the process). 

2. Plants 

Selective declassifications are also distinct from plants, which are “‘author-
ized’ disclosures designed to advance administration interests and goals.”44 
Plants are leaks’ officially sanctioned cousin. The government intentionally blurs 
the line between plants and leaks so it can deny making plants, such as of 

 

41. Pozen, supra note 22, at 521. 

42. See Pozen, supra note 22, at 532 & nn.99-101 (citing HESS, supra note 40, at 77-78). As Pozen 
shows, this “logic of leakiness,” id. at 544, has led the executive branch to adopt the “rational, 
power-enhancing strategy” of taking a permissive approach toward leakers, id. at 515. 

43. See STEPHEN P. MULLIGAN & JENNIFER K. ELSEA, CONG. RESEARCH SERV., R41404, CRIMINAL 

PROHIBITIONS ON LEAKS AND OTHER DISCLOSURES OF CLASSIFIED DEFENSE INFORMATION 1-2 

(2017). 

44. Pozen, supra note 22, at 534. The question of whether a disclosure was authorized can be com-
plicated, but Pozen makes a convincing case for distinguishing plants from leaks. 
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unfavorable information about a political opponent.45 Typically, plants involve 
top government employees disclosing information to trusted reporters. The re-
sulting story does not name the employee or share the classified documents. 
Plants help convey policy information and measure public sentiment. 

Plants are o�en confused with selective declassifications because both are au-
thorized, goal-oriented, ad hoc disclosures. However, plants are a weaker tool 
for two key reasons. First, plants are attributed to anonymous sources, whereas 
selective declassifications are officially acknowledged. Because the government 
can fully stand behind selectively declassified information and use it to advocate 
for a policy, it can have a stronger impact. Second, planted information remains 
classified, so news coverage excludes the underlying documents. In comparison, 
selectively declassified documents are fair game to distribute, amplifying their 
message. So, while the ease and anonymity of plants make them more common, 
they have less opinion-shaping power. 

The differences between selective declassification, leaks, plants, and the reg-
ular declassification process can be summarized as follows: 
 

 
Selective  

Declassification Leaks Plants 

Regular  
Declassification 

Processes 

Authorized Yes No 
Yes 

(but remains 
anonymous) 

Yes 

Declassification Yes No No Yes 

Discrete set of 
material 

Yes Sometimes Sometimes 
Sometimes (but 

not usually) 

Self-serving 
political goal 

Yes Yes Yes No 

Shared with a 
chosen            

audience 
Yes Yes Yes No 

Results in an 
intentionally 
misleading  

impression of 
the topic 

Yes Sometimes Sometimes No 

 

 

45. See id. at 559-64. 
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Though these categories are analytically distinct, it can be hard to determine 
which one a specific disclosure falls into—a�er all, the President may publicly 
condemn an authorized plant or claim purely protransparency motives when se-
lectively declassifying. Yet line-drawing is both possible and worthwhile. We 
may learn a disclosure was a plant when the President admits it was authorized.46 
Or we may spot a selective declassification when more complete information 
comes to light, revealing a disclosure’s intentional one-sidedness.47 Making 
these distinctions is important because, as subsequent Parts will illustrate, selec-
tive declassification has uniquely harmful distorting effects on public discourse 
and policy, and requires unique solutions. 

B. Classification, Declassification, and a System of Secrecy 

Before information can be declassified, selectively or otherwise, it must first 
be classified. The current classification system contributes to the use of selective 
declassification by enabling large-scale overclassification and empowering the 
President to declassify at will. 

1. How Classification Works 

While executive-branch secrecy dates to the Founding,48 the modern classi-
fication system originated during World War II. In 1940, President Roosevelt 
signed the first executive order governing classification.49 Since then, the system 
has expanded dramatically under later Presidents’ classification executive or-
ders.50 President Roosevelt’s order applied only to information about vital 

 

46. For example, as discussed infra Section II.A, President Bush admitted that he and Vice Presi-
dent Cheney planted the classified NIE on Iraq with New York Times reporter Judith Miller. 
Bush Acknowledges Declassifying Intelligence, CNN (Apr. 11, 2006, 7:21 PM EDT), http://
www.cnn.com/2006/POLITICS/04/10/whitehouse.leak [https://perma.cc/L46D-R8FC]; 
see also Timeline: The CIA Leak Case, NPR (July 2, 2007), https://www.npr.org/templates
/story/story.php?storyId=4764919 [https://perma.cc/95FE-9CPN]. 

47. See, e.g., infra Section II.A (describing how the public learned that the various declassified 
NIEs were misleading). 

48. See THE FEDERALIST NO. 64, at 392-93 (John Jay) (Clinton Rossiter ed., 1961) (describing the 
benefits of “secrecy and dispatch” in the President’s treaty-making efforts); see also THE FED-

ERALIST NO. 70, at 424 (Alexander Hamilton) (Clinton Rossiter ed., 1961) (touting a unitary 
executive’s ability to operate in secrecy). However, the Constitution only references secrecy in 
the context of the legislature. U.S. CONST. art. I, § 5 (“Each House shall keep a Journal of its 
Proceedings, and from time to time publish the same, excepting such Parts as may in their 
Judgment require Secrecy . . . .”). 

49. Exec. Order No. 8381, 3 C.F.R. § 634 (1938-1943). 

50. See Taber, supra note 23, at 591-94 (describing various classification executive orders). 
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military and naval installations and equipment, whereas the classification system 
now covers all information that could harm national security if disclosed.51 The 
number of classified documents has ballooned since 9/11 and the advent of dig-
ital communications.52 Presidents’ claimed authority over the system has also 
grown. Though President Roosevelt’s order cited a statute for its authority,53 
Presidents have since rooted their classification powers in the Constitution.54 

Executive Order 13,526 is the current classification executive order, issued by 
President Obama in 2009.55 It establishes that documents should be classified 
when “unauthorized disclosure of the information reasonably could be expected 
to result in damage to the national security.”56 There are three classification lev-
els: confidential, secret, and top secret.57 The order specifies that classification 
decisions must turn only on national security, not factors like avoiding embar-
rassment or concealing illegal activity.58 The order does not include punishments 
for disclosing classified information; rather, a complex system of statutes, in-
cluding the Espionage Act, criminalizes such disclosure.59 In fiscal year 2017, the 
Information Security Oversight Office (ISOO) reported that federal agencies 
made over forty-nine million decisions to classify information and spent $18.39 
billion on the classification system60 (data le� out of ISOO’s much-shortened 
2018 and 2019 reports61). 

 

51. Compare 3 C.F.R. § 634 (governing the classification of information about vital military and 
naval installations), with Exec. Order No. 13,526, § 1.1, 75 Fed. Reg. 707, 707 (Dec. 29, 2009), 
reprinted in 50 U.S.C. § 435 app. at 204-15 (2018) (governing the classification of information 
that may result in damage to national security). 

52. See infra note 94 and accompanying text. 

53. The order relied on Section 795 of the Espionage Act. See 3 C.F.R. § 634 (citing 18 U.S.C. 
§ 795 (2018)). 

54. See ELSEA, supra note 25, at 1; Note, supra note 23, at 907-08. For a discussion of the limitations 
on this executive authority, see infra Section IV.A. 

55. Exec. Order No. 13,526, 75 Fed. Reg. 707 (Dec. 29, 2009). 

56. Id. § 1.1(a)(4). 

57. Id. § 1.2(a). 

58. Id. § 1.7(a). 

59. See MULLIGAN & ELSEA, supra note 43, at 1. 

60. 2017 Report to the President, supra note 28, at 1, 4, 8-10. 

61. Info. Sec. Oversight Office, 2018 Report to the President, NAT’L ARCHIVES & RECORDS ADMIN. 
(Aug. 16, 2019) [hereina�er 2018 Report to the President], https://www.archives.gov/files
/isoo/images/2018-isoo-annual-report.pdf [https://perma.cc/R7Z5-XCC2]; Info. Sec. Over-
sight Office, 2019 Report to the President, NAT’L ARCHIVES & RECORDS ADMIN. (June 22, 2020) 
[hereina�er 2019 Report to the President], https://www.archives.gov/files/isoo/reports/2019-
isoo-annual-report.pdf [https://perma.cc/JC3B-UBGD]. 
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2. How Declassification Works 

The declassification process forms the other side of the classification system. 
Executive Order 13,526 grants declassification authority to the original classify-
ing official, their successor or supervisor, other designated officials, and the Di-
rector of National Intelligence.62 It created a National Declassification Center to 
oversee these activities.63 

Executive Order 13,526 establishes four types of declassification. First, auto-
matic declassification directs the release of records twenty-five years or older 
with permanent historical value but excepts nine categories of information—in-
cluding that which would reveal a source’s identity.64 Automatic declassification 
is by far the largest category: in fiscal year 2017 (the most recent data available), 
it accounted for 99% of all pages reviewed for declassification, totaling over 
eighty-three million pages.65 Of those, 55% were approved for release.66 

Second, systematic declassification involves the rereview of records ex-
empted from automatic release at twenty-five years, occurring fi�y years a�er 
the document’s classification date.67 In fiscal year 2017, around 700,000 docu-
ments fell into this category, 35% of which were declassified.68 

Third, the discretionary declassification system directs release when infor-
mation “no longer meets the standards for classification”—based on potential 
harm to national security—or in “exceptional cases” where “the need to protect 
such information may be outweighed by the public interest in disclosure of the 
information.”69 Around 57,500 documents fell into this category in fiscal year 
2017, 38% of which were released.70 These numbers are not divided into the two 
subcategories. However, the “exceptional” public-interest option “has rarely 
been exercised. Moreover, when it has been exercised, it has more o�en been 
because the department or agency wants to get its own position out”—a selective 
declassification.71 

 

62. Exec. Order No. 13,526, § 3.1(b)-(c), 75 Fed. Reg. at 713. 

63. Id. § 3.7. 

64. Id. § 3.3. 

65. 2017 Report to the President, supra note 28, at 14. 

66. Id. 

67. Exec. Order No. 13,526, § 3.4, 75 Fed. Reg. at 717. 

68. 2017 Report to the President, supra note 28, at 14. 

69. Exec. Order No. 13,526, § 3.1(d), 75 Fed. Reg. at 713. 

70. 2017 Report to the President, supra note 28, at 14. 

71. Improving Declassification, PUB. INT. DECLASSIFICATION BOARD 29 (Dec. 2007), https://www
.archives.gov/files/declassification/pidb/improving-declassification.pdf [https://perma.cc
/7XX4-C3JQ]. 
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Fourth, Mandatory Declassification Review (MDR) allows anyone to re-
quest declassification from the agency that classified the document.72 Requesters 
appeal denials first within the agency, and then to the Interagency Security Clas-
sification Appeals Panel (ISCAP).73 MDR is the smallest category and has the 
highest declassification rate.74 Agencies received 6,540 MDR requests in fiscal 
year 2017.75 In the 4,581 requests resolved, agencies partially or fully declassified 
91% of the documents requested.76 ISCAP decided 359 MDR appeals that year 
and ordered partial or full declassification of 93% of requested documents.77 IS-
CAP does continue to publish its data, which show declines in both resolutions 
and release rates. In fiscal year 2018, ISCAP decided just thirty-seven appeals, 
declassifying 77% of requested documents.78 In fiscal year 2019, ISCAP decided 
twenty-four appeals, declassified 53% of requested documents, and had a back-
log of 1,286 cases.79 

3. How Selective Declassification Fits in 

While selective declassification is a departure from the routinized declassifi-
cation system, it is related in two key ways. First, although Executive Order 
13,526 bars some reasons for classification, it does not address reasons for declas-
sification. Additionally, overclassification and the slow, underfunded, and over-
cautious declassification system provide a large pool of classified documents 
from which to cherry-pick. As more documents become classified and stay clas-
sified, there will be more secrets to spin. 

a. Broad Presidential Authority 

Presidents enjoy a near monopoly over the classification system. They can 
declassify essentially at will. Presidents since World War II have cited the 
 

72. Exec. Order No. 13,526, § 3.5, 75 Fed. Reg. at 717-18. 

73. Id. § 5.3(b)(3). The Interagency Security Classification Appeals Panel also reviews appeals of 
classification challenges and agency exemptions from automatic declassification. Id. 
§ 5.3(b)(1)-(2). 

74. See 2017 Report to the President, supra note 28, at 14, 16-17. 

75. Id. at 16. 

76. Id. 

77. Id. at 27. 

78. Info. Sec. Oversight Office, Interagency Security Classification Appeals Panel (ISCAP) Mandatory 
Declassification Review (MDR) Forum, NAT’L ARCHIVES & RECORDS ADMIN. 10-11 (Nov. 18, 
2019), https://www.archives.gov/files/declassification/iscap/2019-11-18-iscap-presentation
.pdf [https://perma.cc/7JJM-FB6M]. 

79. Id. at 10, 12; 2019 Report to the President, supra note 61, at 9. 



spinning secrets 

725 

Constitution itself as granting them authority over the system, as part of their 
broader national-security powers.80 The Supreme Court supported this view in 
Department of the Navy v. Egan, stating that, as commander-in-chief, the Presi-
dent’s “authority to classify and control access to information bearing on national 
security . . . flows primarily from this constitutional investment of power in the 
President, and exists quite apart from any explicit congressional grant.”81 Alt-
hough lower-level executive-branch employees must follow the declassification 
procedures outlined above, the President can change or override them, as com-
mentators o�en note following controversial selective declassifications.82 As one 
article put it, “Nixon’s infamous comment that ‘when the president does it, that 
means that it is not illegal’ is actually true about some things. Classified infor-
mation is one of them.”83 

There are likely some outer limits to the President’s declassification power. 
Releasing highly sensitive information, such as the name of a source, could vio-
late the Espionage Act, which predates the classification system and restricts the 
sharing of “information relating to the national defense” that could “be used to 
the injury of the United States or to the advantage of a foreign nation.”84 While 
a prosecution would be unlikely, especially during a President’s term in office, it 
is possible.85 The Constitution also requires the President to “take care that the 

 

80. See ELSEA, supra note 25, at 1. 

81. 484 U.S. 518, 527 (1988). Congress does possess its own declassification authority, which 
gained public attention during debates over President Trump’s release of the Nunes memo, as 
described in Section II.C, infra. See Sarah Levine & Simon Brewer, Devin Nunes and the Cham-
ber of Secrets: Congress’s Power of Declassification, MEDIA FREEDOM & INFO. ACCESS CLINIC (Mar. 
1, 2018), https://law.yale.edu/mfia/case-disclosed/devin-nunes-and-chamber-secrets-con-
gresss-power-declassification [https://perma.cc/SY8K-2JJ7]. 

82. See, e.g., Jack Goldsmith, Susan Hennessey, Quinta Jurecic, Matthew Kahn, Benjamin Wittes 
& Elishe Julian Wittes, Bombshell: Initial Thoughts on the Washington Post’s Game-Changing 
Story, LAWFARE (May 15, 2017, 7:47 PM), https://www.lawfareblog.com/bombshell-initial-
thoughts-washington-posts-game-changing-story [https://perma.cc/YD5Y-YRPM]; Louis 
Jacobson, Does the President Have ‘the Ability to Declassify Anything at Any Time’?, POLITIFACT 
(May 16, 2017), https://www.politifact.com/truth-o-meter/statements/2017/may/16/james-
risch/does-president-have-ability-declassify-anything-an [https://perma.cc/7R6G-2MSN]; 
Presidential Declassification of Previously Classified Material, U. CHI. L. SCH. FAC. BLOG (Apr. 9, 
2006), https://uchicagolaw.typepad.com/faculty/2006/04/presidential_de.html [https://
perma.cc/UPH6-QDEE]. 

83. Goldsmith et al., supra note 82. 

84. 18 U.S.C. § 794(a) (2018); see Marty Lederman & David Pozen, Why Trump’s Disclosure to 
Russia (and Urging Comey to Drop the Flynn Investigation, and Various Other Actions) Could Be 
Unlawful, JUST SECURITY (May 17, 2017), https://www.justsecurity.org/41024/why-trumps-
disclosure-and-more-might-be-unlawful [https://perma.cc/A38L-DGF4]; see also ELSEA, su-
pra note 25, at 14-15 (describing statutory schemes punishing disclosures). 

85. See Lederman & Pozen, supra note 84. 
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laws are faithfully executed”86 and swear an oath to “faithfully execute the Office 
of President of the United States.”87 These duties may extend to the responsible 
use of classification authority. And, as Justice Stewart wrote in the Pentagon Pa-
pers case, the same constitutional structure that gives Presidents national-secu-
rity powers also imposes “the largely unshared duty to determine and preserve 
the degree of internal security necessary to exercise that power successfully.”88 
Further, the President faces external constraints. Congress can set declassifica-
tion procedures89 and request specific declassifications,90 and intelligence-com-
munity pushback can prevent selective declassifications.91 Still, the President’s 
strong authority enables selective declassifications nearly on demand. 

b. Lack of Constraint on Reasons to Declassify 

Besides giving the President broad declassification authority, Executive Or-
der 13,526 does not constrain the reasons for declassifying documents. Classifi-
cation orders dating to President Nixon have banned some reasons for classifi-
cation, such as concealing embarrassing information,92 but have never restricted 
the motives behind declassification. While selective declassification to achieve 
political goals is inconsistent with the system’s security-only focus, Executive 
Order 13,526 is silent on the issue. Instead, as the Congressional Research Service 
observed, it “seem[s] to presuppose that agencies and classifying officials will 
not have any need or desire to disclose classified information in their possession 
other than to comply with the regulations.”93 Yet as the case studies in the next 
Part show, officials do declassify for instrumental reasons—the system just isn’t 
set up to deal with them. 

 

86. Id. (citing U.S. CONST. art. II, § 3). 

87. Goldsmith et al., supra note 82 (quoting U.S. CONST. art. II, § 1). 

88. N.Y. Times Co. v. United States, 403 U.S. 713, 729 (1971) (Stewart, J., concurring). 

89. EPA v. Mink, 410 U.S. 73, 83 (1973). 

90. See Levine & Brewer, supra note 81. 

91. See, e.g., Ken Dilanian, Trump Surrenders on Demand for Declassification of Russia Probe Docs, 
NBC NEWS (Sept. 21, 2018, 12:37 PM EDT), https://www.nbcnews.com/politics/national-
security/trump-surrenders-demand-declassification-russia-probe-docs-n911871 [https://
perma.cc/Q5U4-ZHHC]. 

92. See Taber, supra note 23, at 592. 

93. ELSEA, supra note 25, at 16 (noting that the Executive Order may implicitly sanction selective 
declassification); see also Pozen, supra note 22, at 566 (“Although the order does not explicitly 
prohibit declassifying information immediately . . . it does not clearly countenance such an ad 
hoc approach either.”). 



spinning secrets 

727 

c. Overclassification 

The sheer size of the modern classification system also feeds into selective 
declassification by creating a large pool of classified documents from which to 
choose. The number of classified documents has skyrocketed due to electronic 
communications and the post-9/11 growth of the national-security state.94 As 
ISOO reports, “the Government creates electronic petabytes of classified and 
controlled unclassified data each month, a deluge that we expect will continue to 
grow unabated.”95 Federal agencies made over forty-nine million classification 
decisions in 2017.96 By one estimate, up to a trillion pages may be classified, 
enough to make up 200 Libraries of Congress.97 

Although some of this information is truly sensitive, much is not. The eight 
government studies to address the issue since 1956 have all reported overclassi-
fication, as have many politicians and officials.98 As one former ISOO director 
put it, “I’ve seen information that was classified that I’ve also seen published in 
third-grade textbooks.”99 One significant contributor is the fact that employees 
making classification decisions face no consequences if they overclassify, but fear 
severe repercussions if they underclassify harmful information.100 

Overclassification has many negative effects. A lack of transparency hinders 
democratic decisionmaking and oversight. The difficulty of sharing classified 

 

94. See, e.g., Info. Sec. Oversight Office, 2001 Report to the President, NAT’L ARCHIVES & RECORDS 

ADMIN. 1, 14 (Sept. 20, 2002), https://www.archives.gov/files/isoo/reports/2001-annual-re-
port.pdf [https://perma.cc/PW5X-X52M] (charting the leap in classification decisions begin-
ning in fiscal years 2000 and 2001, and citing the war on terror and increasing use of email); 
see also Goitein & Shapiro, supra note 12, at 22 (“Particularly since 9/11, generating and dealing 
in official secrets is almost a prerequisite for agencies to be taken seriously.”); Shane, supra 
note 11 (“The acceleration of secrecy began a�er the 2001 attacks . . . .”). 

95. 2018 Report to the President, supra note 61, at 5. 

96. 2017 Report to the President, supra note 28, at 10. This was the lowest number since 2008. Id. 
Further increasing government secrecy is “pseudoclassification,” with agencies creating doz-
ens of labels (such as “sensitive but unclassified”) for information that, while not classified, is 
restricted in its use. See Meredith Fuchs, Judging Secrets: The Role Courts Should Play in Pre-
venting Unnecessary Secrecy, 58 ADMIN. L. REV. 131, 134 (2006). 

97. Peter Galison, Removing Knowledge, 31 CRITICAL INQUIRY 229, 230 (2004). 

98. Goitein & Shapiro, supra note 12, at 4-5; see 2010 Blanton Statement, supra note 12, at 8 (re-
porting officials’ estimates that only ten to fi�y percent of the classified information they re-
viewed, including some of “the government’s most sensitive records about Osama bin Laden 
and Al-Qaeda,” should have been classified). 

99. Shane, supra note 11. 

100. See Goitein & Shapiro, supra note 12, at 29-30. The same incentives discourage declassification. 
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information across agencies creates security risks.101 And the classification sys-
tem is expensive, costing $18.39 billion in 2017.102 Most relevant to this Note, 
overclassification creates a large number of documents to selectively declassify.103 
Further, it creates a norm of secrecy, allowing a President who selectively declas-
sifies a document to capture public attention by departing from that norm, using 
this attention to shape opinions as desired. 

d. Failure of Regular Declassification 

The regular declassification system’s severe backlogs and low release rates 
similarly contribute to widespread secrecy. Every year, ISOO decries the state of 
the system, saying inadequate funding and technology renders agencies unable 
to keep up104—longstanding themes in critiques of declassification.105 Agencies 
cannot “meet the demands imposed by large volumes of paper records needing 
timely review, let alone the deluge of electronic records already well under-
way.”106 While some experiments with machine-learning technologies are un-
derway, agencies largely remain stuck in the analog age.107 Only in 2011 did the 
National Security Agency release some of its oldest classified documents, includ-
ing a 200-year-old book.108 

Declassification processes are also problematic. “Automatic” declassification 
of twenty-five-year-old records is anything but. Agencies conduct slow page-by-

 

101. See THE 9/11 COMMISSION REPORT, NAT’L COMMISSION ON TERRORIST ATTACKS UPON THE 

U.S. 417 (2004), https://www.9-11commission.gov/report/911Report.pdf [https://perma.cc
/AWT2-6UJT] (calling for less classification and better information sharing between intelli-
gence agencies). 

102. 2017 Report to the President, supra note 28, at 4. 

103. See SAM LEBOVIC, FREE SPEECH AND UNFREE NEWS: THE PARADOX OF PRESS FREEDOM IN 

AMERICA 237 (2016) (noting that the large number of classified documents allows Presidents 
to “selectively leak information to shape public attitudes”). 

104. See, e.g., 2017 Report to the President, supra note 28, at 23-24; 2018 Report to the President, supra 
note 61, at 5-6; 2019 Report to the President, supra note 61, at 11. 

105. See, e.g., COMM’N ON PROTECTING & REDUCING GOV’T SECRECY, REPORT OF THE COMMISSION 

ON PROTECTING AND REDUCING GOVERNMENT SECRECY, S. DOC. NO. 105-2, at 60-61 (1997) 
[hereina�er MOYNIHAN COMMISSION REPORT]. 

106. 2017 Report to the President, supra note 28, at 23. 

107. See, e.g., A Vision for the Digital Age: Modernization of the U.S. National Security Classification 
and Declassification System, PUB. INT. DECLASSIFICATION BOARD 4-21 (May 26, 2020), 
https://www.archives.gov/files/declassification/pidb/recommendations/pidb-vision-for-
digital-age-may-2020.pdf [https://perma.cc/BG2L-3LAL]. 

108. See Noah Shachtman, NSA Declassifies 200-Year-Old Book, WIRED (June 10, 2011, 12:19 PM), 
https://www.wired.com/2011/06/nsa-declassifies-200-year-old-book [https://perma.cc
/T7KX-5DAV]. 
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page reviews, o�en using a “pass/fail” method whereby reviewers withhold en-
tire documents rather than redact parts unfit for release.109 Many decisions are 
“overly risk-averse,” resulting in “unacceptably low” declassification rates.110 
Overall, the high volume of records remaining classified allows Presidents to se-
lectively declassify even historical documents,111 and contributes to the secrecy 
that gives selective declassification its attention-grabbing power. 

i i .  case studies 

With the definition and context of selective declassification in mind, Part II 
explores case studies from the three most recent presidencies to illustrate the 
phenomenon and its harms. President Bush used selective declassification to 
support going to war in Iraq, President Obama did so to bolster his narrative 
that killing Osama Bin Laden was critical to defeating terrorism, and President 
Trump used it to discredit claims of Russian interference in the 2016 election. 
Each time, the President released only documents that fit the chosen story, keep-
ing conflicting documents classified. These selective declassifications shaped de-
bates on national security and foreign affairs, with long-lasting effects. 

The case studies are selected from recent presidencies because, while selective 
declassification has been possible since the classification system’s 1940 creation, 
the classification landscape changed dramatically a�er 2000 given the growth of 
electronic communications and post-9/11 national-security secrecy.112 Addition-
ally, the internet and social media have given selective declassification a far 

 

109. See Improving the Intelligence Community’s Declassification Process and the Community’s Support to 
the National Declassification Center, OFF. DIRECTOR NAT’L INTELLIGENCE 4 (Dec. 2016), 
https://www.dni.gov/files/documents/Newsroom/Reports%20and%20Pubs/CDA3-23-
2015-Improving-the-IC-Declass-Process-and-IC-Support-to-NDC_Final.pdf [https://
perma.cc/Z3Z7-HTKD]; see also Goitein & Shapiro, supra note 12, at 23-24 (describing Con-
gress’s creation of page-by-page review); 2017 Report to the President, supra note 28, at 23 (call-
ing on agencies to use redaction instead of pass/fail review); Setting Priorities: An Essential 
Step in Transforming Declassification, PUB. INT. DECLASSIFICATION BOARD 17 (Dec. 8, 2014), 
https://www.archives.gov/files/declassification/pidb/recommendations/setting-priori-
ties.pdf [https://perma.cc/4RJD-CENS] (same). 

110. 2017 Report to the President, supra note 28, at 23. 

111. See Steven Cohen, The Ugly Cynicism of Obama’s Declassification Diplomacy, NEW REPUBLIC 
(Mar. 25, 2016), https://newrepublic.com/article/132016/ugly-cynicism-obamas-declassifi-
cation-diplomacy [https://perma.cc/5DQF-Y98Z] (criticizing President Obama’s declassifi-
cation of documents on the fortieth anniversary of Argentina’s Dirty War); cf. Peter Kornbluh 
& Carlos Osorio, How Obama’s ‘Declassified Diplomacy’ Could Aid the Cause of Justice in Argen-
tina, NATION (Mar. 23, 2016), https://www.thenation.com/article/archive/how-obamas-de-
classified-diplomacy-could-aid-the-cause-of-justice-in-argentina [https://perma.cc/NAG8-
M9A9] (praising the move). 

112. See sources cited supra note 94. 
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greater reach, allowing Presidents to post documents and instantly reach mil-
lions worldwide. 

These case studies mark the largest selective declassification of each presi-
dency. The Iraq War, the killing of Osama Bin Laden, and Russian election in-
terference were defining moments, and the attendant selective declassifications 
had an especially significant impact. They were not, however, the only ones. For 
example, President Obama declassified documents on Argentina’s Dirty War be-
fore visiting Buenos Aires on the war’s fortieth anniversary, hoping to reduce 
public resentment of U.S. complicity.113 The CIA supported President Trump’s 
nomination of CIA Director Gina Haspel by declassifying favorable documents 
from her tenure at the Agency but not damaging documents on the torture pro-
gram.114 And President Trump authorized Attorney General William Barr to de-
classify documents on surveillance activities during the 2016 election, politiciz-
ing declassification by transferring that authority from the Director of National 
Intelligence.115 So while selective declassification occurred throughout these 
presidencies, the rest of this Part focuses on the most impactful example from 
each. 

A. Bush and the National Intelligence Estimates on WMD 

Even before President Bush’s inauguration, the incoming Administration 
discussed invading Iraq to remove Saddam Hussein. It saw this as “unfinished 
business” a�er the 1991 Gulf War le� Saddam in power.116 These discussions 
escalated a�er 9/11. Within a week of the attacks, President Bush and other high-
level officials said Iraq was Al-Qaeda’s state sponsor.117 CIA Director George 

 

113. Some commentators found this project insidiously political, see Cohen, supra note 111, while 
others called it helpfully protransparency, see Kornbluh & Osorio, supra note 111. Either way, 
it may not have been misleading, as it led the Obama and Trump Administrations to declassify 
over forty thousand pages, accounting for 97% of documents reviewed. See Steven A�ergood, 
Argentina Declassification Project Sets New Standard, FED’N AM. SCIENTISTS (Apr. 15, 2019), 
https://fas.org/blogs/secrecy/2019/04/argentina-declass [https://perma.cc/G8DE-SM75]. 
President Obama made several political but nonmisleading declassifications, such as when he 
declassified the size of the U.S. nuclear weapons stockpile to aid treaty-making efforts with 
Russia in 2010. See Steven A�ergood, An Inquiry into the Dynamics of Government Secrecy, 48 
HARV. C.R.-C.L. L. REV. 511, 519-21 (2013). 

114. Demirjian, supra note 26. 

115. See Agency Cooperation with Attorney General’s Review of Intelligence Activities Relating to 
the 2016 Presidential Campaigns, 84 Fed. Reg. 24,971 (May 29, 2019); Haberman & Schmidt, 
supra note 34. 

116. Gompert et al., supra note 32, at 164. 

117. Id. at 165. 
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Tenet began asserting that Iraq had WMD and was seeking nuclear weapons.118 
These claims dovetailed: if Saddam had ties to Al-Qaeda terrorists, he could give 
them WMD.119 The Administration feared being caught off guard by another 
attack, further spurring it to act aggressively.120 As a RAND report observed, 
“the sibling of danger was opportunity,” giving the Administration a chance to 
complete “unfinished business,” appear proactive to a scared public, and build a 
regional model for democracy.121 Over the next year, war became increasingly 
likely. As the case for Iraq’s involvement in 9/11 fell apart, WMD became the 
dominant narrative.122 

At Congress’s request in September 2002, President Bush directed CIA ana-
lysts to prepare an NIE summarizing the intelligence community’s findings on 
whether Saddam had WMD.123 While Congress had also asked for a broader 
look at a war’s regional impact, the CIA’s report focused only on WMD.124 The 
NIE, sent to the congressional intelligence committees on October 1, 2002, be-
came the key document justifying the invasion.125 It concluded that Iraq had 
chemical and biological weapons, and was planning to develop nuclear weapons. 
The report was produced in a rush, based on shoddy intelligence, skewed by the 
fear of missing another attack and the Administration’s proinvasion stance, and 
written in an atmosphere that suppressed dissent.126 It would be labeled “one of 
the most flawed documents in the history of American intelligence.”127 Never-
theless, the final version contained various caveats and counterarguments in its 
ninety-two pages.128 
 

118. Id. at 163. 

119. Id. 

120. Id. 

121. Id. at 163-64. 

122. Id. at 168. 

123. SENATE SELECT COMM. ON INTELLIGENCE, REPORT ON THE U.S. INTELLIGENCE COMMUNITY’S 

PREWAR INTELLIGENCE ASSESSMENTS ON IRAQ, S. REP. NO. 108-301, at 298 (2004) [hereina�er 
2004 SENATE INTELLIGENCE REPORT]. 

124. James Risen, C.I.A. Rejects Request for Report on Preparations for War in Iraq, N.Y. TIMES (Oct. 
3, 2002), https://www.nytimes.com/2002/10/03/politics/cia-rejects-request-for-report-on-
preparations-for-war-in-iraq.html [https://perma.cc/9P7L-9GZU]. 

125. 2004 SENATE INTELLIGENCE REPORT, supra note 123, at 54; Gompert et al., supra note 32, at 
169-70. 

126. 2004 SENATE INTELLIGENCE REPORT, supra note 123, at 12-29; Gompert et al., supra note 32, at 
169. 

127. David Barstow, William J. Broad & Jeff Gerth, The Nuclear Card: The Aluminum Tube Story—
A Special Report: How White House Embraced Suspect Iraq Arms Intelligence, N.Y. TIMES (Oct. 
3, 2004), https://www.nytimes.com/2004/10/03/washington/us/the-nuclear-card-the-alu-
minum-tube-story-a-special-report-how.html [https://perma.cc/DMZ9-XXLB]. 

128. NIE 2018 Release, supra note 3. 
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At the same time, the White House released what it described as an unclas-
sified summary of the NIE’s “Key Judgments.”129 Congress had requested an un-
classified version of the NIE because “[t]he American people needed to know 
these reservations.”130 What they received, however, was no unbiased recap.131 
It had been prepared over the summer, before analysts began work on the NIE, 
and brazenly overstated the NIE’s conclusions.132 Take, for example, the finding 
that Iraq had attempted to acquire aluminum tubes in early 2001.133 The CIA 
told the White House these were for making nuclear weapons.134 The govern-
ment’s top nuclear scientists disagreed, finding they were designed for conven-
tional rockets.135 These scientists, from the Department of Energy (DOE), were 
ignored by top officials.136 White House officials continued publicly citing the 
tubes as the main evidence of Iraq’s nuclear program, which in turn justified in-
vasion—saying on CNN that they didn’t “want the smoking gun to be a mush-
room cloud.”137 In line with the White House and CIA, the unclassified NIE 
summary reported that “[a]ll intelligence experts agree that Iraq [was] seeking 
nuclear weapons,” though “some” thought the tubes were “probably” for con-
ventional weapons.138 As the Senate Intelligence Committee would conclude in 
its 2004 investigation of prewar intelligence, the summary “misrepresented [the 
NIE’s] judgments to the public which did not have access to the classified 

 

129. NIE 2002 Release, supra note 4, at 1-2. 

130. Bob Graham, Opinion, What I Knew Before the Invasion, WASH. POST (Nov. 20, 2005), 
https://www.washingtonpost.com/wp-dyn/content/article/2005/11/18/AR2005111802397
.html [https://perma.cc/SQ6X-NNW3]; see also 2004 SENATE INTELLIGENCE REPORT, supra 
note 123, at 12 (quoting Senator Richard Durbin’s request for an unclassified version). 

131. See 2004 SENATE INTELLIGENCE REPORT, supra note 123, at 286-89 (“The key judgments of the 
unclassified paper were missing many of the caveats and some references to alternative agency 
views.”). 

132. See id.; Iraq’s Weapons of Mass Destruction Program, NAT’L INTELLIGENCE COUNCIL (July 2002), 
https://nsarchive2.gwu.edu/NSAEBB/NSAEBB254/doc02.pdf [https://perma.cc/YQX9-
TUD6]. A similar phenomenon occurred with Attorney General William Barr’s summary of 
the Mueller report. See Nicholas Fandos, Adam Goldman & Katie Benner, Mueller Report Ex-
ceeds 300 Pages, Raising Questions About Four-Page Summary, N.Y. TIMES (Mar. 28, 2019), 
https://www.nytimes.com/2019/03/28/us/politics/mueller-report-length.html [https://
perma.cc/JB4S-QCRR]. 

133. NIE 2002 Release, supra note 4, at 17. 

134. Id. 

135. Barstow et al., supra note 127. 

136. Id. 

137. Gompert et al., supra note 32, at 169. 

138. NIE 2002 Release, supra note 4, at 1. 
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National Intelligence estimate containing the more carefully worded assess-
ments.”139 

Just days a�er the NIE’s October 1 release, the Senate voted to authorize the 
use of military force in Iraq—with the understanding that the President would 
first pursue diplomatic options via the United Nations (U.N.) Security Coun-
cil—citing in part Iraq’s nuclear-weapons program.140 The unclassified sum-
mary’s misleading certainty played a role in this vote. Few senators read the clas-
sified NIE (beyond its executive summary), though it was available to them in a 
secure room.141 The Washington Post reported that just six senators read it,142 
while the Hill counted twenty-two who said they did.143 Some senators who read 
both the classified NIE and unclassified summary, such as Intelligence Commit-
tee Chair Bob Graham, voted against authorizing force due to the NIE’s dissents 
on WMD, and decried the differences between the documents.144 Senator Pat-
rick Leahy said the classified NIE’s reservations were “enough to have me vote 
against going to war in Iraq.”145 Meanwhile, senators who had not read the clas-
sified NIE, such as John Kerry,146 used the summary to inform their yes votes.147 
So, while many representatives and senators on both sides of the aisle, including 
those who claimed to have read the NIE, voted yes on the use of force,148 the 
unclassified summary’s selective presentation of intelligence skewed both public 
debate and congressional votes supporting war. 

 

139. 2004 SENATE INTELLIGENCE REPORT, supra note 123, at 295 (including a chart detailing mate-
rial differences between the documents). 

140. See Authorization for Use of Military Force (AUMF) Against Iraq Resolution of 2002, Pub. L. 
No. 107-243, 116 Stat. 1498. 

141. Dana Priest, Congressional Oversight of Intelligence Criticized, WASH. POST (Apr. 27, 2004), 
https://www.washingtonpost.com/archive/politics/2004/04/27/congressional-oversight-of
-intelligence-criticized/a306890e-4684-4ed4-99a0-c8ae7f47feb7 [https://perma.cc/X4R6-
Q5MH]. 

142. Id. 

143. Manu Raju, Elana Schor & Ilan Wurman, Few Senators Read Iraq NIE Report, HILL (June 19, 
2007, 7:45 PM EDT), https://thehill.com/homenews/news/12304-few-senators-read-iraq-
nie-report [https://perma.cc/PK7X-NVXN]. 

144. See Graham, supra note 130. 

145. Raju et al., supra note 143. 

146. Id. 

147. 2008 SENATE INTELLIGENCE REPORT, supra note 9, at 104. The NIE summary and statements 
about it similarly informed the passage of a United Nations Security Council Resolution that 
required inspections but did not authorize using force. Gompert et al., supra note 32, at 170. 

148. Raju et al., supra note 143. 
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Another selective disclosure of the NIE soon followed: this time, to quiet 
critics.149 There had been a recent spate of news articles criticizing the White 
House’s intelligence, and the White House was feeling the pressure.150 One ar-
ticle in particular prompted this response. On July 6, outspoken war opponent 
and former diplomat Joseph Wilson published a New York Times op-ed criticiz-
ing a key rationale for war—that Saddam sought to purchase uranium in Niger—
and accusing the President of manipulating information.151 To push back, on 
July 8, President Bush and Vice President Cheney authorized Cheney’s chief-of-
staff Scooter Libby to plant the classified NIE with New York Times reporter Ju-
dith Miller.152 Libby supported the move because he felt the NIE “pretty defini-
tive[ly]” contradicted Wilson.153 

This continued the Administration’s strategy of using the press to spread 
prowar messages.154 The Administration gave the media strategic plants and de-
classifications “not to inform the public but to buttress a political argument.”155 
The press, for its part, largely went along in what journalist and media observer 
Howard Kurtz would call “the media’s greatest failure in modern times.”156 This 
occurred due, in part, to reporters’ and editors’ credulity, sources’ misinfor-
mation, and a desire to get scoops.157 Combined, the Administration’s selective 
disclosures to Miller and others, and the media’s coverage of them, created last-
ing public misperceptions. 

 

149. NIE 2003 Release, supra note 1. 

150. MICHAEL ISIKOFF & DAVID CORN, HUBRIS: THE INSIDE STORY OF SPIN, SCANDAL, AND THE 

SELLING OF THE IRAQ WAR 250 (2006). 

151. Wilson, supra note 6. 

152. ISIKOFF & CORN, supra note 150, at 260-63 (describing the interview); Bush Acknowledges De-
classifying Intelligence, supra note 46; see also Timeline: The CIA Leak Case, supra note 46 (de-
scribing Scooter Libby’s later conviction for exposing Wilson’s wife, Valerie Plame, as a CIA 
operative a�er Wilson’s op-ed). 

153. Government’s Response to Defendant’s Third Motion to Compel Discovery at 23, United 
States v. I. Lewis Libby, No. 1:05-cr-00394-RBW (D.D.C. Apr. 5, 2006), https://nsarchive2
.gwu.edu/news/20060407/govt_response.pdf [https://perma.cc/HXZ8-BZ6W]. 
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156. Howard Kurtz, Media’s Failure on Iraq Still Stings, CNN (Mar. 11, 2013, 1:29 PM ET), 
https://www.cnn.com/2013/03/11/opinion/kurtz-iraq-media-failure/index.html [https://
perma.cc/T643-L984]. 

157. From the Editors: The Times and Iraq, N.Y. TIMES (May 26, 2004), https://www.ny-
times.com/2004/05/26/world/from-the-editors-the-times-and-iraq.html [https://perma.cc
/BW4K-D4JR]; see also Editorial, Lessons of War, WASH. POST (Mar. 18, 2007), https://
www.washingtonpost.com/wp-dyn/content/article/2007/03/17/AR2007031700950.html 
[https://perma.cc/9VJA-Z3K7] (describing the Post as “insufficiently skeptical of intelligence 
reports”). 
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On July 18, 2003, the NIE’s eight pages of “Key Judgments” were officially 
declassified and discussed at a White House press briefing.158 The rest of the 
document remained classified. While the Administration had used the key find-
ings as a prowar tool with Miller, these eight pages were more balanced than the 
previous year’s unclassified summary. They contained caveats,159 framed find-
ings as opinions,160 and noted dissents from DOE and the State Department’s 
Bureau of Intelligence Research (INR).161 The key judgments section gave only 
“low confidence” to the possibility that Saddam would share weapons with Al-
Qaeda.162 It included the words “we judge that” before its opening line “Iraq has 
continued its weapons of mass destruction (WMD) programs”163—marking it 
as opinion, not fact. Notably, its finding on the aluminum tubes was more bal-
anced. It excerpted INR’s dissent, which concluded “the tubes are not intended 
for use in Iraq’s nuclear weapon program.”164 INR likewise called the claims on 
Saddam’s efforts to buy uranium “highly dubious,”165 discrediting the second 
key piece of evidence for the nuclear program, which Wilson had addressed.166 
The full NIE—released with redactions in response to FOIA and MDR requests 
in 2004,167 2015,168 and 2018169—included five pages of dissent on the alumi-
num-tubes issue.170 The key judgments section accurately summarized this 

 

158. Bush Acknowledges Declassifying Intelligence, supra note 46. 

159. See, e.g., NIE 2003 Release, supra note 1, at 2 (acknowledging that “we have little specific infor-
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has continued its weapons of mass destruction (WMD) programs . . . .”). 
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163. Id. at 1. 

164. Id. at 5. 
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166. See Wilson, supra note 6. 
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VICE NEWS (Mar. 19, 2015, 1:10 PM), https://news.vice.com/en_us/article/9kve3z/the-cia-
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.cc/88FU-MAPM]; National Intelligence Estimate 2002-16HC: Iraq’s Continuing Programs for 
Weapons of Mass Destruction, NAT’L INTELLIGENCE COUNCIL (Oct. 2002) [hereina�er NIE 2015 
Release], https://documents.theblackvault.com/documents/iraq/iraq-wmd-nie-01-2015.pdf 
[https://perma.cc/JE2V-693F]. 

169. NIE 2018 Release, supra note 3. 
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dissent,171 furthering the Administration’s goals of placating critics while sup-
porting war. 

The disclosures of the unclassified summary in 2002 and key judgments in 
2003 demonstrate how the Administration “selectively declassified information 
in a way that kept from the public important judgments central to the debate at 
the time.”172 Indeed, one observer called this “the obstruction that most exacer-
bated informed public discourse.”173 By revealing preferred information, the dis-
closures tilted the playing field toward the Administration’s desired outcomes: 
going to war and maintaining public support for war. 

It bears repeating that the NIE itself was deeply flawed. Still, as the 2004 
Senate Report said of the 2002 release, the Administration’s selective disclosures 
“further compounded the errors in the underlying classified analysis.”174 Because 
few representatives read the full classified NIE before voting—and their constit-
uents could not—the misleading summary had added weight in shaping votes 
and public opinion. Without full information, politicians and the public ended 
up supporting a war many would come to regret.175 It is likely that “Congress 
would never have given President Bush a blank check for military action” if it 
knew how shaky his intelligence was.176 The drawn-out war failed to achieve its 
goals and led to the rise of the Islamic State.177 By some counts, the death toll 
totaled hundreds of thousands, including nearly 5,000 U.S. troops.178 Millions 
of Iraqi civilians were displaced, with many lacking food, shelter, and 
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medicine.179 The misperceptions that the NIE disclosures helped create are last-
ing, too. A 2014 poll found 42% of respondents believed U.S. forces found WMD 
in Iraq180—eleven years a�er U.N. inspectors confirmed Saddam had none.181 
From 2002 to now, the summary and selectively declassified NIE have continued 
to skew beliefs, with severe consequences. 

B. Obama and Bin Laden’s Bookshelf 

Ten years later, the a�ermath of 9/11 led to another selective declassification, 
this time by President Obama. “Tonight, I can report to the American people and 
to the world that the United States has conducted an operation that killed Osama 
bin Laden,” President Obama announced on May 1, 2011.182 For months, the CIA 
had been monitoring a compound in Abbottabad, Pakistan that it believed 
housed a “high-value target,” suspected to be Osama Bin Laden.183 Early on May 
1, 2011, a Navy SEAL team raided the compound. They arrived in military heli-
copters, supposedly without alerting the Pakistani government.184 One helicop-
ter crashed into the compound, and the SEALs blew it up so Al-Qaeda could not 
capture the machine or its top-secret technology.185 Once inside, the SEALs 
killed Bin Laden during a firefight and took custody of his body.186 
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iraq_ferris.pdf [https://perma.cc/6TB7-7JSF]. 

180. Ignorance, Partisanship Drive False Beliefs About Obama, Iraq, FAIRLEIGH DICKINSON U. (Jan. 7, 
2015), http://publicmind.fdu.edu/2015/false [https://perma.cc/Q6YH-HBYT]. 

181. Gompert et al., supra note 32, at 170-71. 

182. Obama’s Announcement Text, POLITICO (May 2, 2011, 12:30 AM EDT), https://www.polit-
ico.com/story/2011/05/obamas-announcement-text-054058 [https://perma.cc/K8KK-
54C4]. 

183. See Press Briefing by Senior Administration Officials on the Killing of Osama Bin Laden, WHITE 

HOUSE (May 2, 2011, 12:03 AM EDT), https://obamawhitehouse.archives.gov/the-press-of-
fice/2011/05/02/press-briefing-senior-administration-officials-killing-osama-bin-laden 
[https://perma.cc/5MX8-5CFU]. 

184. Mahler, supra note 20. 

185. Christopher Drew, Attack on Bin Laden Used Stealthy Helicopter That Had Been a Secret, N.Y. 
TIMES (May 5, 2011), https://www.nytimes.com/2011/05/06/world/asia/06helicopter.html 
[https://perma.cc/49AG-HJVU]. 

186. Scott Wilson, Craig Whitlock & William Branigin, Osama Bin Laden Killed in U.S. Raid, Bur-
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Officials soon added details: Bin Laden had attempted to use women as 
shields.187 A�er briefly being taken back to Afghanistan for identification, Bin 
Laden’s body received an Islamic burial at sea.188 Four others died in the raid.189 
Along with the body, SEALs took a “treasure trove” of documents showing that 
Bin Laden was actively controlling Al-Qaeda, which CIA Director Leon Panetta 
said “confirm[ed] how important it was to go a�er Bin Laden.”190 There were 
no indications that the Pakistani government knew of Bin Laden’s wherea-
bouts.191 According to CIA officials, intelligence obtained through interroga-
tions was critical to finding a courier who led them to the compound.192 

Over the next few days, the Administration admitted that some of the more 
dramatic details had proven false. Bin Laden was unarmed and did not hide be-
hind any women.193 In the coming months and years, other details were also 
called into question. The Senate Intelligence Committee’s “torture report” found 
that the information leading to the courier came from a cooperator, not CIA in-
terrogations.194 There was speculation that the cooperator was a walk-in inform-
ant, and that the Pakistani Inter-Services Intelligence agency (ISI) knew Bin 
Laden was there.195 A�er all, the compound was less than two miles from the 
Pakistan Military Academy.196 
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As one reporter asked in retrospect, “Was the story of Osama bin Laden’s 
death yet another example of American mythmaking?”197 The dramatic raid was 
recounted in magazines, books, and the award-winning blockbuster Zero Dark 
Thirty.198 Its success contributed to President Obama’s reelection, allowed him 
to declare victory over Al-Qaeda, and enabled withdrawal from Afghanistan.199 
But reporters wondered, what if, instead of a stealth operation involving a 
shootout with a resistant Bin Laden, the raid was a kill mission based on intelli-
gence from a walk-in source and conducted with the ISI’s cooperation?200 

In a 10,000-word article published in the London Review of Books in May 2015, 
veteran investigative reporter Seymour Hersh claimed to answer these ques-
tions—and more.201 He reported that the operation was set in motion when an 
ex-ISI official approached the CIA station chief in Islamabad.202 The walk-in said 
Bin Laden had been an ISI prisoner at the Abbottabad compound since 2006, 
with his upkeep financed by the Saudis.203 Top Pakistani officials knew of the 
raid and—incentivized by promises of money and threats of leaks—told the U.S. 
military that Pakistan would not interfere.204 The Pakistani military helped by 
describing the compound’s layout and cutting the power.205 Hersh’s sources de-
scribed the raid as a “premeditated murder,” a�er which the body was tossed into 
the mountains, not buried at sea.206 As to the documents collected, Hersh’s 
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source said the “treasure trove” story was a false post hoc justification for the 
raid: “The guys just stuffed some books and papers they found in his room in 
their backpacks. The Seals weren’t there because they thought bin Laden was 
running a command centre for al-Qaida operations, as the White House would 
later tell the media.”207 A�er the raid, the U.S. military was supposed to wait a 
week and then claim it killed Bin Laden in a drone strike in Afghanistan.208 Pres-
ident Obama’s fear that the downed helicopter would reveal the raid, however, 
led him to announce it publicly that day.209 U.S. officials then hurried to get their 
story straight.210 

Officials quickly rejected Hersh’s reporting as “utter nonsense”211—and fol-
lowed up ten days later by declassifying the first batch of materials collected dur-
ing the raid.212 Although the Office of the Director of National Intelligence 
(ODNI) spokesperson denied it, the timing “gave the administration a chance 
to push back indirectly.”213 The Administration had kept the 2.7 terabytes of rec-
ords almost entirely classified until then,214 even secretly moving them from mil-
itary to CIA custody in what some saw as an attempt to shield them from FOIA 
requests.215 Congress had ordered a declassification review by November 2014, 
yet nothing happened until the Hersh article.216 Labeled “Bin Laden’s Book-
shelf,” the disclosure included 103 documents, 266 English-language books and 
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U.S. government publications, press clippings, and other materials (including 
pornography).217 The documents included letters in which Bin Laden directed 
the organization’s managers and plotted attacks.218 While some press coverage 
noted that the “sample size [was] too small relative to the cache of material that 
remains classified” to draw conclusions, others observed that they showed Bin 
Laden had continued to control Al-Qaeda.219 This fit the Administration’s de-
sired picture. Whereas Hersh described a weak man whose death was more po-
litical theater than military victory, these documents showed Bin Laden “was an 
active player, making the recent operation even more essential for our nation’s 
security,” as Panetta had said.220 Equally important is what the documents did 
not show: past reports speculated that they contained correspondence with Pa-
kistani officials, but the release did not.221 ODNI’s two follow-up declassifica-
tions in 2016222 and 2017223 contained similar documents, though its 2016 press 
release noted an “emergent portrait” of a Bin Laden who knew Al-Qaeda was 
fading but sought to portray it as strong.224 

This was not the first or last time that documents from the raid were selec-
tively declassified. In 2012, a seventeen-document release on the raid’s one-year 
anniversary had painted the opposite picture: that Bin Laden was weak.225 This 
narrative aligned with President Obama’s campaign-trail claims of success in 
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combating terrorism, predating the post-Hersh desire to portray Bin Laden as a 
necessary target.226 In 2017, Trump Administration CIA Director Mike Pompeo 
released documents showing Bin Laden’s close ties to Iran.227 Commentators 
saw the release as an attempt to discredit the Iran nuclear deal228 and potentially 
to bring Iran under the 2001 Authorization for Use of Military Force (AUMF) 
that allows the use of force against the 9/11 attackers.229 

Together, the three Bin Laden’s Bookshelf releases marked a notable trans-
parency effort and offered a balanced picture of an active-but-struggling Al-
Qaeda. Yet the 2015 release, immediately on the heels of a controversial would-
be exposé, shows how Presidents can use their declassification power to shape 
public narratives favorably. Without Hersh’s story, declassification efforts may 
have continued to stall—though they may also have resulted in a more balanced 
portrayal of Bin Laden’s status. Presidents’ reliance on criticism to drive the pace 
and contents of disclosure endangers the public’s access to timely, representative 
information. Fuller, earlier disclosures would have also prevented the later selec-
tive declassification of withheld documents, such as Pompeo’s 2017 anti-Iran re-
lease. The documents’ silence on certain points also sparks questions. It is un-
known if ODNI withheld correspondence with Pakistani officials to support the 
public narrative that Pakistan did not know of Bin Laden’s whereabouts or the 
raid,230 which would make the declassification even more selective. 

Like President Bush’s NIE releases, this selective declassification fit the larger 
story—from President Obama’s initial address to the nation, to the CIA’s 
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cooperation with filmmakers,231 to Bin Laden’s Bookshelf. While there was no 
specific vote or policy that the selective declassification supported (unlike with 
the NIE and the Iraq War), politicizing declassification hurt transparency. Re-
leasing documents suggesting that Bin Laden was an active, dangerous master-
mind allowed the Administration to fight Hersh’s counternarrative that he was a 
figurehead killed for political gain. It was a compelling story, both for its dra-
matic qualities and its ability to avenge 9/11 with a clear victory. It just might not 
have been the entire story. 

C. Trump and the Carter Page FISA Documents 

Fi�een years a�er 9/11, U.S. foreign-affairs and national-security discussions 
gained a new focus: Russia. In July 2016, the FBI opened an investigation into 
Russian interference in the 2016 election.232 Sparked by revelations that a Trump 
campaign aide had inside knowledge of Russia’s anti-Hillary Clinton hacking 
efforts, the FBI began scrutinizing the Trump campaign’s involvement.233 As 
part of that investigation, the FBI and the Department of Justice (DOJ) applied 
for a court order to wiretap former Trump campaign foreign-policy advisor 
Carter Page.234 The Foreign Intelligence Surveillance Court (FISC)—estab-
lished by FISA in 1978 to adjudicate such orders235—granted the agencies’ ap-
plication two weeks before Election Day.236 To electronically surveil a U.S. per-
son, FISA requires the government to demonstrate probable cause that they are 
an agent of a foreign power.237 The agencies successfully argued that Page had 
been communicating with senior Russian officials, including during a July 2016 
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visit to Moscow.238 That particular information came from a controversial, un-
verified Democratic Party-funded dossier on Trump’s Russia ties, compiled by 
former British intelligence officer Christopher Steele.239 Because FISA surveil-
lance orders are only valid for ninety days, the FBI obtained three renewals: in 
January, April, and June 2017.240 All of these documents were classified. Indeed, 
in FISA’s forty-year history, such applications had never been publicly re-
leased.241 Intense partisan battles, however, would make this case different. 

Within days of President Trump’s inauguration, the House and Senate intel-
ligence committees launched two independent Russia investigations.242 Repre-
sentative Devin Nunes, a California Republican, chaired the House Permanent 
Select Committee on Intelligence (HPSCI) investigation. Nunes and HPSCI mi-
nority leader Representative Adam Schiff, a California Democrat, began the 
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investigation as a bipartisan affair.243 However, relations quickly soured due to 
Nunes’s ties to President Trump.244 

In early March 2017, President Trump began tweeting that President Obama 
had tapped his phones at Trump Tower.245 Nunes and Schiff soon sent a letter 
to the acting Attorney General requesting copies of all DOJ FISA warrants from 
2016, with which DOJ complied.246 Nunes also secretly received access to intel-
ligence reports from two White House sources.247 Armed with this information, 
he hosted a press conference to publicize that Obama Administration intelligence 
officials had incidentally collected the communications of Trump transition 
staff.248 Nunes then briefed President Trump on this without telling fellow 
Committee members.249 This led to a House Ethics Committee probe, prompt-
ing Nunes to recuse himself from the investigation in early April.250 Just days 
later, the Washington Post confirmed that Page had been wiretapped.251 The 
HPSCI continued investigating. 

The Ethics Committee cleared Nunes in December 2017, paving the way for 
his reinvolvement with the Russia investigation—though he had remained con-
troversially hands-on during his recusal.252 That month, Nunes led a subset of 
Republican HPSCI members in continuing to investigate the DOJ’s and FBI’s 
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surveillance methods, including their use of the Steele dossier in the Page FISA 
application.253 Nunes announced in early January 2018 that he had reached an 
agreement with the DOJ to view relevant documents.254 

On January 18, Nunes and his staff wrote a four-page memo to the Republi-
can majority on what he called FISA “abuses” at the DOJ and FBI.255 It ques-
tioned the “legitimacy and legality” of the Page FISA application, from which it 
says “material and relevant information was omitted.”256 The memo says the 
Steele dossier formed an “essential part” of the application and that the agencies 
did not disclose Steele’s Democratic funding.257 Throughout, it disparages 
Steele’s credibility, saying he “was desperate that Donald Trump not get elected 
and was passionate about him not being president.”258 It also says FBI Deputy 
Director Andrew McCabe testified before the HPSCI that “no surveillance war-
rant would have been sought from the FISC without the Steele dossier infor-
mation,” though it does not quote McCabe.259 The memo named the five officials 
who signed the FISA applications, only one of whom was still in office.260 

The one-sided Nunes memo immediately sparked controversy among the 
Committee’s Democrats. The day it was finished, the HPSCI voted along party 
lines to let the full House see it.261 Schiff and the Democratic minority argued 
the memo was “meant only to give Republican House members a distorted view 
of the FBI” and “help carry White House water.”262 President Trump immedi-
ately supported its release, hoping it would undermine the Russia 
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investigation.263 Meanwhile, Nunes denied the DOJ’s and FBI’s requests to view 
the memo.264 

On January 29, HPSCI Republicans voted to declassify and release publicly 
the Nunes memo, and to keep classified a ten-page countermemo that Schiff and 
the Democrats finished that day.265 To release the Nunes memo, the Committee 
invoked a rule for the first time since its 1977 creation: House Rule X(11)(g), 
which allows the HPSCI to vote to declassify documents in the public interest.266 
A�er voting, the Committee must notify the President, who has five days to ob-
ject.267 If the President objects, the Committee can declassify with House ap-
proval.268 During the five-day window, the FBI and DOJ fought declassification, 
with the FBI making a rare public statement objecting to “material omissions of 
fact that fundamentally impact the memo’s accuracy.”269 Nevertheless, the DOJ 
and ODNI participated in reviewing the memo.270 Schiff also stirred controversy 
by reporting that Nunes had edited the as-approved memo before sending it to 
the President.271 On February 2, President Trump agreed to declassify the 

 

263. Kevin Liptak, Kaitlan Collins, Sara Murray & Dan Merica, Trump Moves Toward Releasing 
Memo He Hopes Will Undermine Russia Probe, CNN (Feb. 2, 2018, 10:31 AM ET), 
https://www.cnn.com/2018/02/01/politics/nunes-memo-donald-trump/index.html 
[https://perma.cc/VS98-MYQN]; Philip Rucker, Ashley Parker & Josh Dawsey, ‘Never Any 
Hesitation’: Trump Was Quickly Persuaded to Support Memo’s Release, WASH. POST (Feb. 2, 2018, 
12:41 PM EST), https://www.washingtonpost.com/politics/never-any-hesitation-trump-
was-quickly-convinced-to-support-memos-release/2018/02/01/b67a0246-076d-11e8-8777-
2a059f168dd2_story.html [https://perma.cc/2KP7-MXCK].  

264. Lawfare Editors, supra note 244. 

265. Id.; Memorandum from HPSCI Minority to All Members of the House of Representatives 1 
(Jan. 29, 2018)  [hereina�er Schiff Memo], https://intelligence.house.gov/uploadedfiles/re-
dacted_minority_memo_2.24.18.pdf [https://perma.cc/5GH6-WK4Z]. 

266. RULES OF THE HOUSE OF REPRESENTATIVES, H.R. DOC. NO. 114-192, Rule X(11)(g), at 545-49 
(2017); see also Levine & Brewer, supra note 81 (describing its history). 

267. H.R. DOC. NO. 114-192, Rule X(11)(g)(2)(A)-(B), at 546. 

268. H.R. DOC. NO. 114-192, Rule X(11)(g)(2)(C), at 546. 

269. Josh Dawsey, Devlin Barrett & Karoun Demirjian, Trump-FBI Feud over Classified Memo Erupts 
into Open Conflict, WASH. POST (Jan. 31, 2018, 11:45 PM EST), https://www.washing-
tonpost.com/politics/trump-�i-feud-over-classified-memo-erupts-into-open-conflict/2018
/01/31/64362038-06c2-11e8-b48c-b07fea957bd5_story.html [https://perma.cc/9XGM-
M7W7]. 

270. Letter from Donald F. McGahn II, Counsel to the President, to Hon. Devin Nunes, Chairman 
of the House Permanent Select Comm. on Intelligence 1 (Feb. 9, 2018), https://assets.docu-
mentcloud.org/documents/4375762/White-House-Letter-On-Democratic-Memo-Feb-9-
2018.pdf [https://perma.cc/JVN3-QWEV]. 

271. Lawfare Editors, supra note 244. 



the yale law journal 130:708  2021 

748 

memo.272 Reactions to the memo ranged from “transparently political”273 to “of 
great importance for the country”274 to a “nothingburger.”275 

The Schiff memo, which representatives could read in a classified setting,276 
was a point-by-point rebuttal.277 Schiff noted that the Page FISA application—
which Nunes had not read278—extensively disclosed Steele’s motives and back-
ground.279 The application said Steele was hired by people “likely looking for 
information that could be used to discredit [Trump’s] campaign.”280 It rooted 
Steele’s credibility in his history as an FBI source but noted that the FBI fired 
him for unauthorized media disclosures.281 Schiff also wrote that while Nunes 
said the FBI “separately authorized payment” to Steele, this payment was never 
made.282 Schiff details how, to meet the FISC’s rigorous standards, the applica-
tion drew on an independent “multi-pronged rationale” beyond the dossier.283 
It relied on Page’s past dealings with Russian companies and operatives, the fact 
that Page had been a Russian recruitment target, and the FBI’s March 2016 in-
terview with Page about his Russian intelligence contacts.284 Schiff added that 
all four FISC judges who signed the FISA warrants were Republican appoin-
tees.285 
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The public would not see Schiff ’s memo for another three weeks. The 
HPSCI voted unanimously on February 5 to release it, invoking the same Rule 
X(11)(g) procedure used for the Nunes memo.286 But the White House blocked 
its release on February 9, citing intelligence agencies’ concerns with revealing 
classified information287—the same concerns it overlooked in releasing the 
Nunes memo. Instead of attempting to vote to override the President’s objec-
tions, Democrats worked with intelligence officials to redact the document.288 
This was the process Congress had envisioned when enacting the declassification 
rule, and it helped avoid the constitutional gray area of a direct clash between the 
executive and legislative branches over declassification.289 It worked. A�er weeks 
of “haggling,” the Schiff memo was released on February 24.290 

Carter Page soon faded from the headlines. Meanwhile, a flurry of FOIA suits 
seeking the underlying FISA documents worked their way through the courts.291 
Following a settlement with the New York Times in one case, the DOJ released 
412 pages of the Page FISA application, order, and renewals on July 21, 2018.292 
Commentators said the documents proved how off-base Nunes was, as they 
showed that the government disclosed Steele’s motives and used evidence be-
yond his dossier.293 While the documents helped reveal the full story, they were 
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also used as a partisan talking point. President Trump quickly tweeted that they 
were “ridiculously heavily redacted” and proved that the Russia investigation 
was a “Witch Hunt.”294 

On September 17, 2018, President Trump acted on his dissatisfaction and on 
requests from Republican lawmakers and Fox News anchors that he more fully 
declassify the FISA documents.295 He ordered the DOJ and ODNI to begin “im-
mediate declassification” of twenty-one pages of the June 2017 FISA warrant re-
newal, FBI memos on related interviews, and text messages from five people 
working on the Russia investigation, including those of former FBI Director 
James Comey.296 The selected FISA application pages were from sections on 
Russian election interference and the Steele dossier.297 Instead of unilaterally re-
leasing the documents, the President ordered an interagency declassification re-
view process.298 Congressional allies lauded the move, while Representative 
Nancy Pelosi called the “selective release . . . desperate, dangerous and deliber-
ately misleading.”299 Four days later, President Trump abandoned his attempts 
at selective declassification in response to strong DOJ pushback over national-
security risks.300 
 

about the source . . . .”); Savage, supra note 238 (“Democrats noted that the application also 
contained evidence against Mr. Page unrelated to the dossier . . . .”). 

294. Donald J. Trump (@realDonaldTrump), TWITTER (July 22, 2018, 6:28 AM), https://twitter
.com/realDonaldTrump/status/1020978929736265729 [https://perma.cc/D9M5-FMEW]. 

295. Karoun Demirjian, Conservative GOP Members Ask Trump to Declassify Documents Related to 
Russia Probe, WASH. POST (Sept. 6, 2018, 3:27 PM EDT), https://www.washingtonpost
.com/powerpost/conservative-gop-members-ask-trump-to-declassify-documents-related-
to-russia-probe/2018/09/06/a2332e82-b1f6-11e8-a20b-5f4f84429666_story.html [https://
perma.cc/RYP6-6AU6]; Zapotosky et al., supra note 18; President Trump’s Exclusive Interview 
with Hill.TV, HILL (Sept. 19, 2018), https://thehill.com/hilltv/rising/407440-read-president-
trumps-exclusive-interview-with-hilltv [https://perma.cc/KLL7-SU4V]. 

296. Zapotosky et al., supra note 18; Press Release, White House, Statement from the Press Secre-
tary (Sept. 17, 2018), https://www.whitehouse.gov/briefings-statements/statement-press-
secretary-34 [https://perma.cc/QR9U-WTCT]. 

297. See Press Release, White House, supra note 296; Page FISA Documents, supra note 234. 

298. Press Release, White House, supra note 296; see Zapotosky et al., supra note 18 (“When the 
President issues such an order, it triggers a declassification review process that is conducted 
by various agencies within the intelligence community, in conjunction with the White House 
Counsel.” (quoting the Department of Justice)). 

299. Press Release, Congresswoman Nancy Pelosi, Pelosi Statement on Trump’s Selective Declas-
sification of Carter Page Surveillance Application and Other Classified, Highly Sensitive Ma-
terials (Sept. 17, 2018), https://pelosi.house.gov/news/press-releases/pelosi-statement-on-
trump-s-selective-declassification-of-carter-page [https://perma.cc/M2E4-GRFR]. 

300. Dilanian, supra note 91; Chris Strohm, FBI, DOJ Plan Redactions Despite Trump’s Document 
Order, BLOOMBERG (Sept. 19, 2018, 11:43 PM), https://www.bloombergquint.com/poli-
tics/�i-doj-said-to-plan-redactions-despite-trump-s-document-order [https://perma.cc
/5LER-8AUT]. 



spinning secrets 

751 

No other Page FISA documents were released. However, the episode of the 
warring HPSCI memos raised serious concerns about the Executive’s selective-
declassification power. President Trump weaponized his declassification author-
ity by releasing the misleadingly supportive Nunes memo while delaying the 
Democratic counterpart—and later attempted to fully declassify the FISA docu-
ment to prove he faced a “witch hunt.” Accompanied by consistent attempts to 
discredit the media and intelligence community, acts like these further allowed 
him to distort public perceptions for years to come. While Republican lawmak-
ers continued to praise the Nunes memo and later declassifications as protrans-
parency, Schiff and congressional Democrats decried the President’s “selective 
release of materials he believes are helpful to his defense team and thinks will 
advance a false narrative.”301 Intelligence officials were concerned with the polit-
icization of the declassification power.302 Others observed that the “politically 
motivated and self-serving” decision was openly aimed at discrediting the Russia 
investigation.303 It worked. Even a�er the investigation’s conclusion, 83% of Re-
publicans continued to endorse President Trump’s “witch hunt” narrative.304 
Nor did the disclosures fueling this narrative stop, as President Trump continued 
selectively declassifying Russia-probe-related documents in the run-up to the 
2020 election.305 
      * * * 

The case studies demonstrate that each of the past three Presidents used se-
lective declassification to advance core political goals. The Iraq War dominated 
President Bush’s time in office and his legacy, as was true to a lesser extent of 
President Obama and the assassination of Bin Laden, and President Trump with 
Russian interference in the 2016 election. In each case, one-sided disclosures ad-
vanced the Presidents’ chosen narratives, with lasting effects. As the next Part 
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discusses, these three case studies help reveal when Presidents are likely to use 
selective declassification and what harms it will cause. 

i i i .  uses and dangers of selective declassification 

As the case studies illustrate, selective declassification is a powerful tool for 
advancing political agendas and can have lasting effects. The precise conditions 
in which selective declassification occurs vary, yet common themes emerge. This 
Part explores those themes. While all parts of the definition of selective declassi-
fication are key,306 the case studies in Part II show that the last characteristic—
intentionally misleading the audience—is most important to understanding 
both the uses and harms of selective declassification. 

Section III.A predicts that Presidents are most likely to turn to selective de-
classification when seeking to shape the political narrative around a hot-button 
topic about which little is public. Drawing on First Amendment doctrine and 
cognitive-science literature, Section III.B examines selective declassification’s 
dangers. It distorts the marketplace of ideas (as described in First Amendment 
theory) by favoring certain viewpoints, which creates political misconceptions 
that cognitive science shows are long-lasting. Section III.C steps back and asks 
whether selective declassification always is dangerous, concluding that its ma-
nipulation of public discourse is inevitably threatening, but that its harms vary 
in degree and redressability. This analysis helps clarify how selective declassifi-
cation has shaped our politics, and informs the solutions proposed in Part IV. 

A. Uses of Selective Declassification 

Three trends emerge from the case studies and literature on when Presidents 
are likely to use selective declassification: when disclosure relates to a strategi-
cally important political goal, when it forms part of a larger public-relations cam-
paign, and when little information about the subject is publicly available. 

1. Advance Strategically Important Goals 

Between the President’s broad authority over the classification system and 
the system’s scope, Presidents have seemingly limitless opportunities to selec-
tively disclose information to advance political goals. Nevertheless, selective de-
classification is relatively infrequent. When the public hears once-classified in-
formation, it is usually the result of a regular declassification procedure, like the 
automatic declassification of twenty-five-year-old documents, or another 
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disclosure method, such as leaks. This is in part because selective declassification 
is typically the result of a high-level political calculation wherein the President 
finds it strategically important. 

One reason selective declassification is used sparingly is that it tends to in-
volve complicated interagency coordination. The NIE, Bin Laden’s Bookshelf, 
and Page FISA document releases all entailed multiple agencies undertaking de-
classification review, at the President’s direction, to avoid releasing truly damag-
ing information. Interbranch coordination can also occur, as when President 
Trump heeded congressional Republicans’ request to further declassify the Page 
FISA documents.307 And, to launch these processes, Presidents must invoke ex-
ecutive authority to depart from approved declassification procedures.308 

Second, selective declassification requires weighing its attention-grabbing 
benefits against the potential costs of disclosure, which include security risks and 
outcry over a declassification’s selectivity. The 2004 Senate Intelligence report on 
the Iraq War pilloried the Bush Administration for “selectively declassif[ying] 
information in a way that kept from the public important judgments central to 
the debate at the time.”309 Reporters immediately connected the timing of the 
Bin Laden documents’ release to Hersh’s controversial article.310 A former Justice 
Department official called President Trump’s efforts to fully declassify the Page 
FISA documents “an unprecedented misuse of the President’s declassification au-
thority for purely political reasons.”311 Although these critiques did not prevent 
the disclosures from having their intended effects, they may deter Presidents 
from using selective declassification to further all but the most important politi-
cal goals. Though these goals vary in scope and focus—from influencing Con-
gress’s vote, as with the NIE,312 to building goodwill abroad, as with President 
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Obama’s release of documents on Argentina’s Dirty War before his visit313— each 
is seen as mission-critical. 

2. Support Public-Relations Campaigns 

Presidents typically use selective declassification as part of broader public-
relations campaigns to advance strategically important political goals. Selective 
declassification is one tool among others, including speeches, interviews, social-
media campaigns, plants, lobbying Congress, and even, in the Bin Laden case, 
helping make a movie.314 An integrated strategy can more comprehensively alter 
public discourse and political outcomes. 

There are different ways to control a narrative. There’s the old-fashioned 
way: classify documents that you don’t want seen and, as Gates said, “keep mum 
on the details.” But there’s also the more modern, social-media-savvy approach: 
tell the story you want them to believe.315 

Presidents use selective declassification as a way of storytelling that comple-
ments their other public-relations efforts, with a uniquely powerful effect. For 
instance, President Bush used the NIE summary to bolster the 935 misleading 
public statements he and top officials made about WMD.316 For President 
Obama, as a New York Times Magazine feature wrote, “[T]he killing of bin Laden 
was not only a victory for the U.S. military but also for the American storytelling 
machine . . . .”317 President Trump took selective declassification into the social-
media age, using the Page FISA probe to fuel his years-long Twitter campaign 
against the Russia investigation, which he repeatedly called a “witch hunt.”318 

Presidents do not typically admit that declassification is part of their public-
relations campaign. Instead, they cite transparency goals, which helps conceal 
ulterior motives and lend credibility to the story told by the documents. Presi-
dent Bush said he declassified the NIE findings in 2003 because “I wanted people 
to see the truth.”319 The ODNI said Bin Laden’s Bookshelf “align[ed] with the 
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President’s call for increased transparency . . . .”320 President Trump, though 
openly aiming to discredit the Russia investigation, also said declassifying the 
Page FISA documents would achieve “total transparency.”321 But attributing se-
lective declassifications to transparency goals is just more spin, used to increase 
the President’s transparency bona fides and convince the public that they have 
the full story—when they don’t. 

3. Manipulate Information Scarcity 

Third, Presidents use selective declassifications in scarce information envi-
ronments. The President cannot effectively control a narrative with strategic dis-
closure if the public knows the whole story. For example, if the public already 
knew top nuclear scientists said Iraq was not developing nuclear weapons, re-
leasing an unclassified summary saying the opposite would likely be ineffective. 
This third element is easy to satisfy. In national security, secrecy is the norm, as 
seen in each case study. Adversaries’ weapons capabilities, terrorists’ hideouts, 
and election-interference efforts are paradigmatic top-secret issues. As long as 
there are secrets, there is opportunity to spin them. 

While their effects can range from a decade-long war to a short-term domes-
tic political fight, all selective declassifications have common traits, and, as the 
next Section shows, common dangers. 

B. Dangers of Selective Declassification 

As Glenn Greenwald put it, “Manipulating presidential secrecy powers in 
this way is . . . the very definition of state propaganda.”322 Like propaganda, the 
danger of selective declassification is that it works. The press writes headlines 
announcing it. The public latches onto the story, especially if it aligns with their 
partisan beliefs. Because the President frames the disclosure as an apolitical pro-
transparency move, and cites the documents as evidence of the chosen narrative, 
the public may think it has a full, accurate picture. Because regular declassifica-
tion procedures are so slow and overcautious, conflicting documents are unlikely 
to surface. As a New York Times Magazine piece observed in 2015, “It’s not that 
the truth about bin Laden’s death is unknowable; it’s that we don’t know it.”323 
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Even when the documents are released in full, many have already made up their 
minds. People may have decided, for instance, that Iraq had WMD or that the 
Russia investigation was a “witch hunt” before the full NIE and Page FISA doc-
uments—which few likely read—came out. Selective declassification is not just a 
subversion of the traditional declassification process, which is meant to consider 
only whether disclosure would harm national security, but also a dangerously 
powerful way to conceal truths and manipulate public opinion. As a former CIA 
official said about President Trump’s selective declassification, “It’s danger-
ous . . . because the power to declassify is also the power to selectively declassify, 
and selective declassification is one of the ways the Trump White House can spin 
a narrative about the origins of the Russia investigation to their point of view.”324 
The same goes for any President and any narrative advanced by a one-sided dis-
closure. 

As perceptions shi�, poll numbers and policy choices align accordingly. The 
results are lasting, such as the long military engagement in Iraq and the longer-
term misperception that WMD were found. Yet the shi�s represent skewed pref-
erences: if the President had declassified all available information, politicians and 
the public would have been less likely to support the Iraq War, endorse the offi-
cial narrative on Bin Laden’s death, or distrust the Russia investigation. While 
some would support the President’s narrative regardless, the credibility lent by 
selectively declassified documents inflates poll numbers and votes. To explain 
why selective declassification works in this way, this Section draws from two lit-
eratures: First Amendment theory and doctrine and cognitive science. 

1. Applying a First Amendment Lens 

First Amendment theory and doctrine can help illuminate selective declassi-
fication’s harms to public decisionmaking. The First Amendment’s core support-
ing theory is that it upholds the marketplace of ideas. Justice Holmes wrote the 
classic formulation for a “free trade in ideas—that the best test of truth is the 
power of the thought to get itself accepted in the competition of the market.”325 
When all ideas can freely circulate, the theory goes, the best ones will prevail. 
While speech does not necessarily converge on truth—just look at the recesses of 
Twitter—intentionally distorting the marketplace ensures truth remains out of 
reach. Each of the case studies shows these market failures. People had different 
opinions on invading Iraq, but President Bush’s release of only the one-sided 
NIE summary and key judgments made sure people accepted only his prowar 
ideas. President Obama used the Bin Laden’s Bookshelf disclosures to detract 
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attention and credibility from Hersh’s controversial article, portraying Bin Laden 
as an operationally important target. President Trump manipulated the market-
place by using his classification powers to release the favorable Nunes memo and 
block the contradictory Schiff one. As these examples show, the combination of 
Presidents’ outsized power in the marketplace of ideas and strong classification 
authority allows them to use selective declassification to ensure their one-sided 
story is the one to “get itself accepted,” in Justice Holmes’s words.326 

Further, First Amendment doctrine offers a useful framework for under-
standing selective declassification’s harms. When confronted with a speech reg-
ulation, the Supreme Court slots it into one of three categories, from least to 
most harmful. First, a regulation might be a content-neutral restriction on the 
time, place, and manner of speech.327 For example, a town might prohibit pro-
tests a�er 9:00 PM. These laws receive fairly deferential review.328 Considering 
the marketplace of ideas, they do not distort the thoughts circulating in the 
speech market. Second, a regulation might be content-based, which would trig-
ger strict scrutiny.329 For instance, the town might ban abortion protests.330 
When it allows only certain topics in the speech marketplace, the government 
distorts citizen speech and self-government.331 Third, a regulation might be 
viewpoint-based. The town might only allow pro-life abortion protests. This 
kind of restriction is the most “egregious form” of speech regulation, and receives 
the strictest scrutiny.332 It not only limits the speech marketplace to certain top-
ics, but also tilts the scales to ensure the market accepts the government’s views 
on those topics instead of those a free market would prefer.333 
 

326. Id. 

327. See Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989). 

328. Id. (quoting Clark v. Cmty. for Creative Non-Violence, 468 U. S. 288, 293 (1984)). 

329. See, e.g., Police Dep’t of Chicago v. Mosley, 408 U.S. 92, 98-99 (1972). 

330. See Reed v. Town of Gilbert, 576 U.S. 155, 163 (2015); Mosley, 408 U.S. at 98-99. 

331. See, e.g., Mosley, 408 U.S. at 96 (“The essence of this forbidden censorship is content con-
trol.”). 

332. Rosenberger v. Rector & Visitors of Univ. of Va., 515 U.S. 819, 829 (1995). 

333. Id. Genuinely damaging national-security information falls outside this framework, and its 
disclosure can constitutionally be restricted. See, e.g., N.Y. Times Co. v. United States, 403 
U.S. 713, 728 (1971) (Stewart, J., concurring) (rejecting a prior restraint on publishing the 
Pentagon Papers as unconstitutional but noting that “the successful conduct of international 
diplomacy and the maintenance of an effective national defense require both confidentiality 
and secrecy”); Near v. Minnesota ex rel. Olson, 283 U.S. 697, 716 (1931) (rejecting a prior 
restraint but stating that “[n]o one would question but that a government might prevent ac-
tual obstruction to its recruiting service or the publication of the sailing dates of transports or 
the number and location of troops”). That said, with selective declassification, the decision to 
release a document turns not on national security but on documents’ ability to distort the 
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Similarly, declassifications can be understood as falling into these catego-
ries.334 Some are content-neutral, like the automatic declassification of twenty-
five-year-old documents. These declassifications are desirable and do not skew 
the marketplace of ideas, since the information released covers various topics and 
viewpoints. Content-based declassification occurs, too—for example, Congress 
ordered the declassification of the John F. Kennedy assassination documents in 
1992.335 While prioritizing one topic omits others, the public still gets the full 
story on that subject. 

By contrast, selective declassification advances a preferred viewpoint. Presi-
dents release documents that support their goals and withhold those that do not. 
Selective declassification is an “egregious form” of disclosure, tilting the market-
place of ideas toward a predetermined narrative.336 Compared to leaks and 
plants, which may also endorse a chosen viewpoint, selective declassification has 
greater market-shaping power because it masquerades as full disclosure and al-
lows the President to stand publicly behind it. The selective disclosures in the 
case studies all advanced the President’s viewpoint over conflicting ones. The full 
NIE disclosure revealed how skewed the summary and key judgments were. The 
later Bin Laden’s Bookshelf releases exposed a narrative closer to Hersh’s, which 
the first release refuted. The Schiff memo and Page FISA documents release 
countered President Trump’s claims of a partisan “witch hunt.” Identifying view-
point-based disclosures—which can be difficult if a disclosure’s misleading ef-
fects are not yet known—reveals their harmful effects, leads the press and others 
to counter those effects by seeking accurate information, and puts people on no-
tice that future declassifications on the subject may also be one-sided. 

2. Applying a Cognitive Political-Science Lens 

As a First Amendment lens shows, selective declassification manipulates the 
marketplace of ideas by publicly endorsing preselected viewpoints. But to un-
derstand why these narratives stick despite later contradictory revelations—why 
42% of respondents in 2014 still thought Iraq had WMD337—cognitive political 

 

marketplace of ideas, making the generalized framework a helpful way to understand its 
harms. 

334. This Section does not claim that the First Amendment bars selective declassification. The gov-
ernment may make its own viewpoint-based speech. See Walker v. Tex. Div., Sons of Confed-
erate Veterans, Inc., 576 U.S. 200, 207-08 (2015). 

335. President John F. Kennedy Assassination Records Collection Act of 1992, Pub. L. No. 102-526, 
106 Stat. 3443. For President Obama’s content-based disclosures, see A�ergood, supra note 
113, at 513-21. 

336. Rosenberger, 515 U.S. at 829. 

337. FAIRLEIGH DICKINSON U., supra note 180. 



spinning secrets 

759 

science proves useful.338 This field explains why our brains latch onto the mis-
leading picture painted by selective declassifications. Researchers have found 
that being misinformed—actively believing false claims—is different, and worse, 
than being uninformed. Such individuals are “not just in the dark, but wrong-
headed.”339 When Presidents selectively declassify information to advance one 
side of the story, like the 2002 and 2003 NIE disclosures, they take people from 
uninformed—people did not know classified information on Iraq—to misin-
formed—people now mistakenly believe Iraq has WMD. These misperceptions 
are especially sticky when they align with preexisting partisan views. People ea-
gerly accept information that aligns with their beliefs and reject information that 
contradicts them, a phenomenon called “motivated reasoning.”340 As a result, 
when selective declassifications occur, the President’s supporters believe them 
and ignore contradictory facts. This phenomenon explains why 51% of Republi-
cans but just 32% of Democrats still thought the military found WMD in 2014.341 

Correcting misinformation is difficult. Declining trust in media hurts, espe-
cially given what New York Times lawyer David McCraw calls the “fake fake news 
problem—the deployment of the term ‘fake news’ to undermine and delegiti-
mize” the press.342 This distrust in news and objectivity led President Trump’s 
base to continue supporting the “witch hunt” narrative behind his FISA declas-
sification efforts even a�er it was reported that the actual documents disproved 
it.343 In such an environment, selective declassification becomes even more po-
tent. Further, misinformed discourse produces misinformed decisionmaking. 
The vote totals for authorizing force in Iraq may have looked different if the 
whole Congress had read the full NIE instead of relying on a misleading unclas-
sified summary.344 Selective declassification can have more diffuse political 

 

338. See generally D.J. Flynn, Brendan Nyhan & Jason Reifler, The Nature and Origins of Mispercep-
tions: Understanding False and Unsupported Beliefs About Politics, 38 ADVANCES POL. PSYCHOL. 
127 (2017) (explaining the utility of cognitive political science). 

339. James H. Kuklinski, Paul J. Quirk, Jennifer Jerit, David Schwieder & Robert F. Rich, Misin-
formation and the Currency of Democratic Citizenship, 62 J. POL. 790, 792-93 (2000). 

340. Flynn et al., supra note 338, at 132; see also id. at 135 (noting that corrections may backfire). 

341. FAIRLEIGH DICKINSON U., supra note 180. 

342. MCCRAW, supra note 40, at 157. Trump has used the term “fake news” over 2,000 times. “Fake 
News,” FACTBA.SE, https://factba.se/search#%22fake%2Bnews%22 [https://perma.cc/Y3PA-
5L3Z]. Nyhan’s studies have found actual “fake news” is o�en ineffective and that “[t]he most 
worrisome misinformation in U.S. politics remains the old-fashioned kind: false and mislead-
ing statements made by elected officials who dominate news coverage and wield the powers 
of government.” Brendan Nyhan, Why Fears of Fake News Are Overhyped, MEDIUM (Feb. 4, 
2019), https://gen.medium.com/why-fears-of-fake-news-are-overhyped-2ed9ca0a52c9 
[https://perma.cc/7TCS-Y6AG]. 

343. See supra notes 293-294 and accompanying text. 

344. Gompert et al., supra note 32, at 170. 
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effects as well: the Bin Laden raid remains a cornerstone of President Obama’s 
legacy, and the Page FISA debacle generated distrust of the Mueller report. 

C. Benefits of Selective Declassification? 

Still, one might argue, isn’t all declassification selective? Government per-
sonnel conducting automatic declassification reviews do not release every 
twenty-five-year-old document, and Congress passes laws like the Kennedy As-
sassination Records Collection Act345 that leave other subjects behind—so why 
is selective declassification different? Selective declassification’s key distinction is 
its ability to mislead the public with its one-sidedness. Regular declassification 
procedures do withhold certain documents, but those decisions turn on na-
tional-security harms as adjudicated by nonpartisan agency officials. Subject-
specific declassifications like the JFK assassination records contain a range of 
facts and opinions. On the other hand, selective declassification occurs only 
when the chosen documents fit a political argument and can reshape policy pref-
erences accordingly. 

Second, one could say, isn’t any disclosure better than none? The topics se-
lected for disclosure are o�en highly important. The public was clamoring for 
information about Iraq’s WMD capabilities, the Bin Laden raid, and the Russia 
investigation. But cherry-picking documents about hot-button subjects is not a 
helpful, protransparency move. Selective declassification subverts the classifica-
tion system’s national-security focus, politicizing it in dangerous ways. Intelli-
gence officials agree that “[d]eclassification decisions should be considered out-
side the zone of politics, so any suggestion that they are tainted by political 
considerations is a pretty disturbing precedent.”346 Beyond undermining declas-
sification norms, politicized disclosure causes long-term harms to public conver-
sations and key policy decisions. Selective declassification can be worse than 
other ad hoc disclosure methods, such as leaks and plants, because it captures 
outsized public interest and allows Presidents to stand publicly behind the doc-
uments. It represents “state propaganda,” as Greenwald says, not transpar-
ency.347 Indeed, it is antitransparency, giving people the impression that they 
have the full picture when they only have the President’s version. As Sissela Bok 

 

345. President John F. Kennedy Assassination Records Collection Act of 1992, Pub. L. No. 102-526, 
106 Stat. 3443. 

346. Dilanian & Memoli, supra note 302 (quoting former senior counterterrorism official Nick Ras-
mussen). 
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writes in Secrecy, these “‘public relations’ . . . [are] therefore in no sense opposed 
to secrecy, and o�en make[] a mockery” of real transparency.348 

Third, even if selective declassification is uniquely harmful, isn’t it fixable? 
Narrow disclosure on a topic o�en leads to additional information in what Seth 
Kreimer has called “[c]ascades of [t]ransparency.”349 The full NIE eventually 
came to light,350 as did thousands more Bin Laden documents,351 the Schiff 
memo,352 and most of the Page FISA documents.353 The issue, however, is that 
these releases came too late to stop the selective declassifications from having 
their intended effects. As the cognitive political-science literature shows, selec-
tive declassification creates influential and long-lasting misperceptions, espe-
cially among a President’s supporters.354 Many still hold misperceptions about 
the Iraq War. The official narrative of the Bin Laden raid persists. Distrust in the 
Russia investigation worsened as President Trump continued citing the Page 
FISA documents as evidence of an illicit “Witch Hunt.”355 Later disclosures can 
only partially mitigate selective declassification’s harms to public discourse and 
choices. 

iv.  solutions 

To address the dangers of selective declassification, this Part suggests poten-
tial solutions for the executive branch, Congress, and the press. 

A. Expand Congressional Involvement in Executive-Branch Declassification 

Of course, the best solution would be for the President to refrain from selec-
tively declassifying documents. Executive Order 13,526 is of little help since, like 
preceding executive orders, it is within the President’s power to undo and does 

 

348. SISSELA BOK, SECRECY: ON THE ETHICS OF CONCEALMENT AND REVELATION 114-15 (1983). 
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CONST. L. 1011, 1056 (2008); see id. at 1056-59; see also Pozen, supra note 22, at 624 (noting 
that leaks can trigger “transparency cascades”). 

350. See NIE 2004 Release, supra note 1; NIE 2015 Release, supra note 168; NIE 2018 Release, supra 
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351. See Closing the Book on Bin Laden: Intelligence Community Releases Final Abbottabad Documents, 
supra note 223; Newly Declassified Documents from “Bin Laden’s Bookshelf,” supra note 222. 

352. See Fandos, supra note 288. 

353. See Savage, supra note 238. 
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not address selective declassification.356 If a President wanted to attempt to con-
strain their own and successors’ actions, they could amend the executive order 
to prevent intentionally misleading declassifications. A helpful precedent is the 
provision President Nixon added to his classification executive order saying clas-
sification could not be used to conceal embarrassing information.357 However, 
Presidents are unlikely to curtail voluntarily a central—and effective, as the case 
studies show—part of their national-security powers. 

Other executive-branch actors might provide more hope. Future administra-
tions might react to the Trump Administration’s disregard of declassification 
norms by depoliticizing declassification. Because selective declassifications typi-
cally involve the President starting an interagency process, intelligence-commu-
nity backlash against nakedly political disclosure requests could also prove effec-
tive (as eventually happened with the Page FISA documents).358 Intelligence 
officials could also work with Congress to release more documents, including 
those contradicting the President’s claims (as happened with the Schiff 
memo).359 Additionally, executive-branch employees who oppose a declassifica-
tion’s selectivity—or who seek to advance their own goals—might leak docu-
ments to reveal a more accurate picture.360 

Ultimately, however, the President heads the executive branch and has strong 
declassification authority, so intrabranch reforms are of limited value in prevent-
ing selective declassifications. Therefore, the rest of this Section looks at how 
Congress can best improve the situation by promoting more, and more accurate, 
declassification. While this might spark separation-of-powers concerns, Con-
gress has a constitutionally derived oversight role that includes oversight of na-
tional-security secrecy. Further, some actions (like improving funding for de-
classification) are on more solid ground than others (like a direct clash with the 
President over declassifying a particular document). 

1. Increase Declassification Funding 

First, Congress should increase funding for declassification technologies and 
personnel. If more documents are public, the President has fewer available to 
selectively release. Currently, agencies “cannot adequately fund the development 

 

356. See ELSEA, supra note 25, at 16-17; Pozen, supra note 22, at 566-67. 
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and adoption of available technologies” to improve declassification processes,361 
leaving them unprepared for the “tsunami” of digital files they will soon be 
tasked with reviewing.362 Agencies are also willing but unable to fund a switch 
from pass-fail review to a review system that allows documents to be released 
with redactions instead of withheld entirely.363 To secure much-needed funding, 
ISOO recommends having agencies include declassification costs as a line item 
in their budget requests.364 Congress should be willing to assist. Congressional 
reports on the classification system have long recognized the problem, and relief 
is overdue.365 This solution does not present separation-of-powers concerns, as 
it falls comfortably within Congress’s appropriations authority. Nor would it re-
quire identifying when a given declassification is selective, which can be difficult. 

2. Set Declassification Procedures 

Congress can not only fund, but also shape executive-branch declassification 
procedures. One such avenue would be for Congress to bar selective declassifi-
cations. While this would require difficult line-drawing, it would send an im-
portant signal. Congress could also strengthen the Public Interest Declassifica-
tion Board (PIDB), an advisory board aimed at promoting transparency. As 
amended, the PIDB’s enabling statute allows the President or Congress to re-
quest the PIDB’s recommendation on whether documents should be declassi-
fied.366 Congress could give the PIDB authority to conduct such reviews sua 
sponte for public-interest reasons. Staffed by experts and located within the Na-
tional Archives, the PIDB is well positioned to make these decisions impartially. 

While such measures may face separation-of-powers objections, these are 
surmountable. Scholars have persuasively argued that the text and structure of 
the Constitution create an active role for Congress in national-security oversight, 
one which has room to expand.367 The courts have not fully explored Congress’s 
ability to shape the classification system, as Congress has not sought to alter the 
executive orders that govern it. However, the Supreme Court in EPA v. Mink 
found that “Congress could certainly have provided that the Executive Branch 
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adopt new [classification] procedures or it could have established its own pro-
cedures” as long as they did not unduly interfere with executive authority.368 In-
deed, Congress has unproblematically passed various classification-related 
measures. While these o�en limit disclosure, such as the 1946 Atomic Energy 
Act’s prohibitions on disseminating “Restricted Data,”369 there have been infor-
mation-sharing measures, such as the 2013 requirement that executive officials 
report authorized disclosures of classified information to the intelligence com-
mittees.370 The executive branch has accepted these measures. In fuzzy constitu-
tional areas like the separation of powers, past practice is an important guide-
post.371 These broader procedural measures also present less opportunity for 
conflict than do disagreements over access to specific documents. 

3. Declassify Specific Documents 

Beyond setting generally applicable procedures, Congress could also counter 
specific selective declassifications. Congress could pass laws calling for declassi-
fication on particular subjects, as it did when it ordered the declassification of 
documents from the Bin Laden raid.372 While the ODNI did not release docu-
ments until the Hersh article, six months a�er Congress’s November 2014 dead-
line, it began the declassification review earlier at Congress’s direction.373 Sub-
ject-specific laws place declassification in the intelligence community’s hands, 

 

368. 410 U.S. 73, 83 (1973); see also United States v. Nixon, 418 U.S. 683, 712 n.19 (1974) (recog-
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inal laws to . . . preserve government secrets.”). 
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leaving room for stalling and perhaps one-sided disclosures. However, this is a 
less conflict-prone declassification method, since the intelligence community re-
tains control, and the President can participate in the process. The Executive’s 
historic cooperation with—or at least acquiescence to—such laws further negates 
separation-of-powers concerns.374 

In addition, the House and Senate intelligence committees’ rules allow them 
to declassify documents in their possession. House Rule X(11)(g) and Section 8 
of the 1976 Senate Resolution 400 authorize the committees to vote to declassify 
in the public interest.375 The HPSCI used this procedure for the first time to 
declassify the Nunes memo.376 While using these rules risks further politicizing 
declassification (and committees cannot declassify documents they do not have), 
they are a useful counterweight to presidential declassifications. If Congress re-
veals the other side of the President’s story, the public can see the full picture. 
Further, even when Congress does not follow the entire procedure, threatening 
or beginning to do so could bolster its position in negotiations with the executive 
branch. Neutrality in declassifications from both branches would be ideal, but 
this proposal acknowledges and leverages the system’s partisan nature. While 
the executive branch has indicated it might claim these rules unconstitutionally 
intrude on its authority,377 the intelligence community has worked with Con-
gress to obtain and declassify information many times.378 Greater use of these 
provisions may not require a clash between branches. Further, there are strong 
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arguments that declassification falls within Congress’s authority as a coequal 
branch of government.379 

Additionally, members of Congress could rely on the Speech or Debate 
Clause to read classified information into the public record.380 Aimed at protect-
ing congressional independence, the Clause immunizes representatives for on-
the-job speech.381 Senator Mike Gravel invoked the Clause’s protections when 
facing a grand-jury investigation a�er reading the Pentagon Papers into the con-
gressional record.382 The Supreme Court held that the Clause granted him and 
his aide civil and criminal immunity for this legislative act.383 However, the 
Clause does not prohibit the House and Senate from imposing their own conse-
quences, and unauthorized disclosures of classified information are against both 
bodies’ rules.384 Still, while members do not frequently invoke this constitu-
tional protection, it could be an important tool in addressing selective declassifi-
cation.385 

B. Strengthen FOIA in the National-Security Context 

Next, FOIA reforms could help counter selective declassification. As the Iraq 
War and Page FISA case studies show, FOIA suits have helped reveal additional 
documents a�er a selective declassification. Yet under FOIA’s national-security 
exemption, Exemption 1, the government almost always prevails in withholding 
classified documents.386 Courts reviewing FOIA cases o�en defer to the 
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government on national-security matters.387 This deference has increased over 
time, particularly since 9/11.388 Requesters win full disclosure in just 5% of such 
cases and partial disclosure in 14%, according to one study.389 Congress, the ju-
diciary, and the press can all help strengthen FOIA’s ability to shed light on one-
sided disclosures. 

1. Limit Exemption 1’s Scope 

FOIA’s Exemption 1 allows the government to withhold “properly classified” 
documents, but requires no real analysis of whether a classification is actually 
proper—that is, if disclosure would harm national security.390 Even a judge 
acknowledged review of such withholdings can be “perfunctory” and under-
taken “too timidly.”391 In addition to general national-security deference, this ti-
midity comes from courts’ finding that “the text of Exemption 1 itself suggests 
that little proof or explanation is required beyond a plausible assertion that in-
formation is properly classified.”392 Amending FOIA to require courts to scruti-
nize a classification’s propriety would help, particularly when withholding seems 
politically motivated. Congress should revive a 1991 proposed amendment lim-
iting the exemption’s reach to “matters in which the need to protect the infor-
mation outweighs the public interest in disclosure” and allowing withholding 
only if disclosure would cause “identifiable damage.”393 
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One point in favor of this amendment is that selective declassification harms 
national security. It prevents beneficial public feedback,394 politicizes the intelli-
gence community’s work, and risks sources’ willingness to speak if their identity 
may be disclosed for political gain.395 And, selective declassifications can be off-
set without damaging national security, since documents are withheld for polit-
ical advantage, not security reasons. Amending FOIA to facilitate fuller disclo-
sure would serve both transparency and national-security aims. 

Legislation limiting Exemption 1 withholdings may spark debate about sep-
aration-of-powers concerns. However, it would not impermissibly intrude on 
the judiciary’s independence or the Executive’s national-security powers.396 The 
Supreme Court has recognized that Congress can increase judicial review in the 
national-security space.397 This proposed amendment would direct the Execu-
tive to comply with its own classification directives.398 And, it would direct the 
judiciary to reclaim its rightful role instead of “convert[ing] deference into ac-
quiescence.”399 

Although similar separation-of-powers concerns have arisen with past ef-
forts to limit Exemption 1,400 Congress successfully did so in 1974. Responding 
to abuses of government secrecy powers a�er the Vietnam War and Watergate, 
as well as the Supreme Court’s gutting of Exemption 1 in EPA v. Mink, Congress 
directed courts to scrutinize the propriety of agencies’ withholdings.401 The bill 
added the “properly classified” language, directed courts to review agencies’ 
claims de novo, and authorized judges to inspect disputed documents in 
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BEBX] (quoting former CIA Chief of Staff Jeremy Bash). 
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approved” (quoting 343 U.S. 579, 637 (1952) (Jackson, J., concurring))). 
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camera.402 Congress saw this change as directing courts to balance disclosure 
and security, with the help of expert testimony from both parties.403 As the Sen-
ate report said, “abuse of security rationales to forestall or prevent disclosure was 
not the intent of the authors of the FOIA in 1966, and [the amendment] makes 
it clear that such is not the intent now.”404 It is time for Congress to reaffirm that 
more transparency is needed under Exemption 1. 

2. Improve Judicial Review in Exemption 1 Cases 

Imposing a greater evidentiary burden on agencies defending their with-
holdings in court, and empowering plaintiffs to introduce their own evidence, 
would help rebalance the scales in Exemption 1 cases. First, Congress should re-
quire in camera inspection of Exemption 1 withholdings upon plaintiffs’ request, 
or at least create a presumption in favor of in camera review. Instead of reviewing 
the withheld documents, judges currently defer to the government’s affidavits 
describing the national-security harms that would stem from disclosure,405 even 
though these affidavits o�en provide little detail.406 Studies confirm that in cam-
era review improves disclosure.407 

To alleviate the added burden of reviewing documents in camera, courts 
should use more special masters, a tactic that has facilitated disclosure in the 
past. In Washington Post v. United States Department of Defense, the D.C. district 
court appointed an experienced special master to review 2,000 documents on 
failed U.S. efforts to rescue hostages in Iran.408 The special master’s guidance led 
the Defense Department to reconsider its withholdings and release around 85% 
of the documents,409 including clearly nonsensitive documents such as an 
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view on request. See 50 U.S.C. § 1806(f) (2018); Fazaga v. FBI, 916 F.3d 1202, 1232 (9th Cir. 
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Associated Press report and a request to stop including milk in pilots’ lunches 
because it spoiled.410 

Additionally, Congress should direct courts to consider expert testimony 
from plaintiffs. Courts could also do this on their own. While the dra�ers of the 
amended Exemption 1 thought this would happen, courts o�en reject requests 
for expert testimony, including from an ambassador who had prepared the with-
held records and a former CIA agent.411 The lack of expert commentary renders 
agency affidavits “non-falsifiable.”412 Allowing more plaintiff-side expert testi-
mony would help even the playing field and assuage courts’ concerns that they 
lack the expertise to order release. 

Even in the absence of such legislation, courts should better scrutinize the 
government’s Exemption 1 claims. Allowing in camera review and plaintiffs’ ex-
perts are helpful steps. A more fundamental change would be to undertake gen-
uine de novo review of agencies’ withholdings, as the statute directs.413 If facing 
a selective declassification, courts should acknowledge that documents le� be-
hind in a one-sided disclosure are not withheld for security reasons and can o�en 
be released safely, as in the case studies.414 

C. Legislate to Protect Journalists 

Beyond FOIA amendments, Congress should pass legislation that supports 
transparency by strengthening journalists’ ability to investigate selective declas-
sifications and related national-security events. 

1. Enact a Federal Shield Law 

Congress should create a statutory reporter’s privilege—a federal shield 
law—to protect reporters from having to name their sources in federal proceed-
ings. This protection would aid reporters who investigate selective declassifica-
tions by speaking to anonymous sources and receiving leaks. Currently, reporters 
can face jail time if they refuse to identify a confidential source in a federal leak 
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investigation. Judith Miller, for example, went to jail rather than name her source 
as Scooter Libby during a case investigating his leak of covert CIA operative Va-
lerie Plame’s identity.415 The Reporters Committee for Freedom of the Press 
counts thirty instances of journalists going to jail rather than naming sources.416 
While the Court held in Branzburg v. Hayes that the Constitution does not con-
tain a reporter’s privilege, it acknowledged that forcing reporters to identify 
sources could chill reporting “to the detriment of the free flow of information 
protected by the First Amendment.”417 Recognizing this danger, forty states and 
the District of Columbia have enacted shield laws.418 Congress has considered 
numerous shield law bills, but has yet to pass one.419 

Helpfully, courts do recognize a “de facto” reporter’s privilege rooted in First 
Amendment concerns,420 and the government takes a more permissive approach 
to journalists than to leakers.421 Still, enshrining the reporter’s privilege in fed-
eral law would better protect sources’ confidentiality and willingness to speak, 
journalists’ freedom, and the public’s right to know. The shield law would di-
rectly improve reporters’ efforts to respond to selective declassifications by seek-
ing more comprehensive, accurate information from confidential sources. Past 
shield law efforts have received bipartisan support, including from executive-
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porter’s Privilege, 91 MINN. L. REV. 515, 561-64 & nn.256-69 (2007) (collecting other courts’ 
similar discussions). 

418. See Reporter’s Privilege Compendium, REPORTERS COMMITTEE FOR FREEDOM PRESS, 
https://www.rcfp.org/reporters-privilege [https://perma.cc/D8V2-C56D]. 

419. See Paul Fletcher, Sessions’ Testimony Prompts New Federal Shield Law Bill Protecting Journalists, 
FORBES (Nov. 29, 2017, 8:45 AM EST), https://www.forbes.com/sites/paulfletcher/2017/11
/29/sessions-testimony-prompts-new-federal-shield-law-bill-protecting-journalists 
[https://perma.cc/S5GV-HV6K]; Charlie Savage, Criticized on Seizure of Records, White House 
Pushes News Media Shield Law, N.Y. TIMES (May 15, 2013), https://www.nytimes.com/2013
/05/16/us/politics/under-fire-white-house-pushes-to-revive-media-shield-bill.html 
[https://perma.cc/DLQ4-MHKF]. 

420. Christina Koningisor, The De Facto Reporter’s Privilege, 127 YALE L.J. 1176, 1182 (2018) (con-
cluding, based on a historical survey, that “judges, legislators, and prosecutors have long 
sought to protect reporters through more informal measures” and “[t]aken together, these 
protections create a ‘de facto’ reporter’s privilege”). 

421. See Pozen, supra note 22 (describing this divide and the reasons motivating it). 



the yale law journal 130:708  2021 

772 

branch officials,422 so this legislation would likely not engender much contro-
versy. 

2. Revisit the Espionage Act 

Amending the Espionage Act to protect journalists and whistleblowers 
would also help the public discover the information withheld in Presidents’ se-
lective declassifications. The government currently relies on a patchwork of stat-
utes to criminalize the disclosure of classified information, including the prob-
lematic Espionage Act.423 Passed in 1917 to criminalize spying during World War 
I, the government has turned the Act into its main tool for prosecuting media 
leaks. The Act punishes the unauthorized disclosure and receipt of “information 
relating to the national defense,” a vague term that typically means classified doc-
uments.424 The government prosecuted just four leaks under the Espionage Act 
from 1917 to 2008.425 The numbers shot up under the Obama and Trump Ad-
ministrations, with eighteen prosecutions since 2009.426 Past indictments of 
American Israel Public Affairs Committee lobbyists and Wikileaks’s Julian 
Assange for their receipt of information sparked fears that the government could 
use the Act to prosecute journalists,427 making sources reluctant to come for-
ward.428 

To improve this situation, Congress should pass a pending bill that would 
amend the Espionage Act to prohibit the punishment of journalists solely for 
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publishing classified information.429 Congress should also impose higher intent 
requirements throughout the Act. Currently, they vary from simply knowing a 
disclosure was unlawful to intending to harm national security.430 Requiring a 
showing of actual harm from disclosure and more clearly defining terms like “in-
formation relating to the national defense” would further help narrow the Act’s 
scope.431 Aligning leakers’ sentences with the public value of their disclosures 
would also serve free-speech and transparency goals.432 These reforms would 
better protect leakers disclosing information for public-interest reasons rather 
than espionage, including those seeking to counteract selective declassifications. 

3. Protect Whistleblowers 

Next, Congress should improve federal whistleblower-protection statutes. 
Currently, these statutes are largely unhelpful to those seeking to disclose classi-
fied information.433 They do not protect against the loss of a security clearance 
and are hard to navigate, so whistleblowers “are either uninterested in availing 
themselves of the prescribed whistleblower channels or do not trust that they 
will prove safe or effective.”434 However, while a more protective, usable frame-
work could help those seeking to reveal a President’s selective declassification, 
other reforms may prove more useful. Whistleblower-protection laws require 
disclosers to use internal procedures instead of contacting the press, so whistle-
blowing takes a long time and does not guarantee public disclosure. Meanwhile, 
a selective declassification will have already taken hold in the public imagination. 

D. Bolster the Press Response 

Finally, and perhaps most important given that partisan gridlock could slow 
congressional efforts, the press has a critical role to play. Just as uncritical news 
coverage can exacerbate selective declassifications—as occurred, for example, 
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with the media’s credulity of WMD claims in the run-up to the Iraq War435—an 
active and critical press can reduce its effects—like in Charlie Savage’s successful 
FOIA suit for the Page FISA documents.436 While many newsrooms’ funding for 
investigative journalism and access litigation has declined since the 2008 reces-
sion, journalists who are able should actively investigate selective declassifica-
tions with all the tools at their disposal.437 

1. Request the Undisclosed Documents 

Indeed, the first solution is for journalists and watchdog groups to file FOIA 
and MDR requests, which have helped in the context of each of the case studies. 
The NIE was released in response to FOIA and MDR requests.438 A FOIA suit 
from VICE News won documents on the CIA’s relationship with the filmmakers 
behind Zero Dark Thirty, revealing the Obama Administration’s efforts to spin 
the story.439 Charlie Savage obtained the Page FISA documents in settlement 
with the DOJ in a FOIA case.440 In such cases, to counter the government’s in-
evitable arguments that FOIA’s Exemption 1 prevents disclosure of classified 
documents, journalists should seek in camera review to show they do not meet 
the exemption because they are not “properly classified” and would cause no 
harm if disclosed.441 Though rarely, courts do require the government to disclose 
information if it has not shown that release would harm national security or for-
eign relations.442 Even if some information requires redaction, the government 
must release the information that does not.443 And, as with Savage’s suit for the 
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Page FISA documents, negotiations and settlements with agencies can win dis-
closure without needing a court order.444 

2. Investigate Selective Declassifications 

Second, reporters should work to uncover more information about selective 
declassifications and their subjects. Leaks are an important tool, though report-
ers should remain alert for hidden agendas. Quoting anonymous intelligence of-
ficials can be helpful, as it was in reporting on Iraq.445 Reporters’ jobs at the time 
were difficult as many government sources and reporters believed the official nar-
rative on WMD, and editors killed stories relying only on former officials.446 
Even reporters who maintained a skeptical eye found themselves questioning if 
they were the mistaken ones.447 Editors also rushed to scoop their competition 
and did not sufficiently scrutinize articles.448 Timing concerns do present a dif-
ficult issue, as delays have their own downsides. Selective declassifications that 
long go uncorrected leave lasting misimpressions.449 However, then and since, 
leaks and anonymous quotes can provide balance that named officials may not. 
Indeed, they have been called the “lifeblood” of American democracy.450 Contin-
uing to publish these reports—with due diligence and an attention to leakers’ 
motives—is essential to informing the public of Presidents’ acts. 
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3. Acknowledge Declassifications’ Selectivity 

Third, even without countervailing leaks, coverage of selective declassifica-
tions should describe their motives. This context provides the relevant frame-
work with which to process the information. A Washington Post article on Presi-
dent Trump’s request to declassify the Page FISA documents offers a good 
example.451 It gives context on the request’s timing and goals: “For months, con-
servative lawmakers have been calling on the [Justice] [D]epartment to release 
Russia-related and other materials, many of them accusing law enforcement of 
hiding information that might discredit the investigation now led by special 
counsel Robert S. Mueller III.”452 It notes procedural irregularities: “[P]ublic 
announcement of the order came before the Justice Department received instruc-
tions about what specific material it was supposed to cover.”453 And it uses quotes 
from politicians and intelligence officials to frame the controversy in terms re-
porters could not, with one former official calling it “an unprecedented misuse 
of the President’s declassification authority for purely political reasons.”454 While 
not every instance of selective declassification is as clear cut, reporting without 
this nuance risks becoming part of the problem, not the solution. Although some 
have suggested not reporting on selective declassifications at all,455 public dis-
course is best strengthened by reporting on the disclosure in context, alerting 
the public to both the substantive revelations and the President’s self-serving 
motives. 

conclusion 

 Although selective declassifications have received little attention in the se-
crecy literature, they are a unique phenomenon with unique dangers. The “abil-
ity of the Executive Branch to unilaterally declassify and divulge intelligence in-
formation at a time, place, and in a manner of its choosing”—as the Senate Select 
Intelligence Committee bemoaned in its 2008 Iraq War report—leads to lasting 
harms.456 Across administrations, Presidents have used their declassification 
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authority to spin self-serving stories on key issues, from wars to political battles. 
These one-sided narratives create misperceptions that shape conversations and 
decisions for years. They manipulate the marketplace of ideas so that the public 
converges on a chosen viewpoint, and votes accordingly. When these declassifi-
cation efforts align with partisan biases, they remain hard to counter even when 
the full story later comes to light. Still, using the proposed solutions, the Execu-
tive, Congress, judiciary, media, and others should seek to mitigate their harms 
by uncovering related documents. In what many have called a “post-truth” 
era,457 recognizing and counteracting the distorting effects of selective declassi-
fication are increasingly critical. However, it is also increasingly difficult. Not 
only does correcting misperceptions resulting from selective declassification re-
quire people to accept the truth over their preexisting beliefs; they also need to 
accept that there is objective truth—not “alternative facts.” While selective de-
classification may remain the President’s prerogative, studying its dangers might 
heighten skepticism when it happens next—as it inevitably will. 
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